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A PROGRESS REPORT ON INFORMATION 
SHARING FOR HOMELAND SECURITY 


Wednesday, July 20, 2005 

House of Representatives, 

Committee on Homeland Security, 
Subcommittee on Intelligence, Information 
Sharing, and Terrorism Risk Assessment, 

Washington, DC. 

The subcommittee met, pursuant to call, at 10:04 a.m., in Room 
2257, Rayburn House Office Building, Hon. Rob Simmons [chair- 
man of the subcommittee] presiding. 

Present: Representatives Simmons, Cox, Souder, Lungren, 
Jindal, Reichert, Dent, Thompson, Lofgren, Lowey, Jackson-Lee, 
Etheridge, and Langevin. 

Mr. Simmons. [Presiding.] Good morning. The Committee on 
Homeland Security, Subcommittee on Intelligence, Information 
Sharing, and Terrorism Risk Assessment will come to order. 

The subcommittee is meeting today to hear testimony on the 
state of homeland security information sharing between the De- 
partment of Homeland Security and state and local government en- 
tities, and to explore how DHS information-sharing efforts to date 
can be enhanced. 

In order to examine how DHS information-sharing efforts are 
currently working, and perhaps to explore how they can work bet- 
ter, we are going to hear from two panels: one representing the 
state, local and tribal perspective, and the other the Department of 
Homeland Security’s perspective. The witnesses on our first panel 
today are Mr. John Cohen, Senior Homeland Security Policy Ad- 
viser for the Commonwealth of Massachusetts; Mr. Gary Edwards, 
Chief Executive Officer of the National Native American Law En- 
forcement Association; and Dr. Lee Colwell, Executive Director of 
the Pegasus Research Eoundation. 

I thank you all, gentlemen, for being here today. 

The ability to share relevant terrorist-related information is key 
to preventing future attacks. In the wake of the terrible bombings 
in London on July 7, we are reminded that prevention is of para- 
mount importance. The department is working diligently to ensure 
that structures and policies are put into place to give our intel- 
ligence and law enforcement entities the tools they need to prevent 
terrorist attacks. We have established within the DHS the Informa- 
tion Analysis and Infrastructure Protection Directorate. 

We have created or supported an agreement, a memorandum of 
understanding on information sharing requiring all federal law en- 
forcement, intelligence and homeland security agencies, to share 
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terrorist-related information. We have established the Terrorist 
Threat Integration Center, the Terrorist Screening Center, and 
most recently the National Counterterrorism Center, in order to 
better coordinate and share information. And so on and so on and 
so forth. 

The department’s Homeland Security Operations Centers serves 
as the nation’s nerve center for information sharing, as a point of 
fusion for homeland security-related terrorist threat information. 
There are advisories and bulletins concerning threats to homeland 
security, and they manage the homeland security information net- 
work which is deployed to over 260 sites across the country. While 
the department is working to increase the federal government’s 
ability to share information, there are also a variety of efforts un- 
derway across the nation at state, local and tribal levels. 

I had the honor and the privilege of serving for over 35 years in 
the U.S. Army before my retirement a few years ago. For over 35 
of those years, I was in military intelligence. I also had the experi- 
ence of serving for 10 years as a CIA officer for most of those years 
under cover, actually for all of those years under cover, and for 
most of those years overseas. The culture of the intelligence com- 
munity in my experience over those 35 years, the culture of the in- 
telligence community is not to share. Sharing goes against the cul- 
ture of the intelligence community. They want to protect sensitive 
sources and methods. They want to keep secrets. So there is a re- 
luctance to share information. We understand that. Those of us 
who have served in the intelligence community understand that. 

So the idea of intelligence information sharing, intelligence infor- 
mation sharing, is in many respects an oxymoron. It is kind of like 
jumbo shrimp, government efficiency. I could do a few more, but I 
do not want to offend anybody. So what we are talking about today 
is something new and different, but it is critically important if we 
are to prevent another 9/11. It is critically important if we are to 
protect our people and to provide for their homeland security. 

So that is why we are pleased to offer this hearing today and to 
hear from our witnesses. 

At this point, I would like to yield to my friend and colleague, 
the very distinguished ranking member of the Intelligence Sub- 
committee, Ms. Lofgren of California. 

Ms. Lofgren. Thank you, Mr. Chairman. 

I will submit my full statement for the record, but I would like 
to note that I think this important hearing is timely. We need to 
be concerned about the sharing of information within intelligence 
agencies, but also perhaps even more importantly with agencies 
who are not intelligence agencies, our local and state police offi- 
cials. 

We have more than 18,000 state and local and tribal law enforce- 
ment agencies across the United States, more than 800,000 law en- 
forcement officers. These officers have intimate knowledge of the 
communities they serve, and they develop close relationships with 
the citizens they protect. They are in a unique position to track 
down terrorist-related information, to understand and develop pre- 
vention information, but they need to be our partners, our intel- 
ligence partners in order to do that effectively. 
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I think we need to figure out how to get the police officer on the 
street the information that he or she needs to identify terrorist and 
to foil their plans. There are multiple efforts underway at all levels 
of government to meet the challenge, but there are some common 
principles I think that should govern the work. First, there should 
be agreement on what law enforcement needs to know. In my 
mind, I think they need to know the threats to specific locations, 
events, and specific infrastructure sectors. They need to know 
methods used by terrorist to plan, support and carry out attacks, 
and the individuals and/or organizations involved in terrorism-re- 
lated activity. 

Second, there needs to be agreement on why law enforcement 
needs to know this information. It needs to know it so it can guide 
efforts to prevent terrorist attacks. We do not want to respond. We 
want to prevent. And also to develop protective and continuity 
measures and emergency response plans. We need to design train- 
ing programs and exercises. We need to select equipment and tech- 
nology to be acquired for these efforts, and we need to develop 
budget and staffing plans in a coordinated and strategic way. 

Finally, there should be agreement that the potential solution 
might not come from the top down. To the extent that state, local 
and tribal law enforcement agencies have developed successful 
methods and means of sharing information, consideration should be 
given to adapting these home-grown sharing approaches regionally 
and even nationally. 

So I am glad to be here today. I look forward to the witnesses. 
As I mentioned to the Chairman, I do have to step out for a meet- 
ing with the Democratic Leader at 10:30, but I will be back shortly 
after that meeting. Our wonderful ranking member, who has spent 
an enormous time on this, certainly is here. I am grateful to him 
for his expertise and attention to this effort. 

I yield back. Thank you. 

Talking Points for Ranking Member Zoe Lofgren 

I am pleased that this Subcommittee is turning its attention once again to the 
critical issue of information sharing. 

In view of the recent devastating terrorist attacks in London, the question of how 
we promote effective information sharing in order to discover terrorist threats and 
to avert them could not be more timely. 

Like Mr. Thompson, I have long been concerned about how and to what extent 
intelligence information is being shared — not only among the CIA, the FBI, and the 
Intelligence Community generally, but also (and perhaps most importantly) with 
state, local, and tribal law enforcement authorities. 

The Role of Local Law Enforcement 

As the September 11th attacks demonstrated, local law enforcement officers will 
likely be among the first responders to any future terrorist attack. Such officers 
should not be limited, however, to a merely responsive role. Instead, they can and 
should play a vital part in the investigation and prevention of terrorist attacks. 

They are in a unique position to do this. 

More than 18,000 state, local, and tribal law enforcement agencies across the 
United States — comprising more than 800,000 law enforcement officers — have inti- 
mate knowledge of the communities they serve and accordingly have developed close 
relationships with the citizens they protect. 

These relationships provide officers with the ability to effectively track down ter- 
rorist-related information. 

Officers on their day-to-day patrols interacting with the members of their commu- 
nities can — if properly trained in what to look for and what questions to ask — be 
valuable sources of information and intelligence for the national homeland security 
effort. 
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In order to make use of this capability, however, it is essential for federal, state, 
and local law enforcement agencies to develop an efficient and comprehensive sys- 
tem for the timely sharing, analysis, and dissemination of specific and actionable 
intelligence information. 

In other words, we need to figure out how to get the police officer on the street 
the information that he or she needs to identify terrorists and to foil their plans. 

The Information Locals Need and Why They Need It 

I am aware that multiple efforts are underway at all levels of government to meet 
this challenge. While the extent of integration among these efforts is unclear, I be- 
lieve several common principles should govern this work: 

First, there should be agreement on what local law enforcement needs to know. 
In my mind, it needs to know: (1) the threats to specific locations, events, and spe- 
cific infrastructure sectors; (2) the methods used by terrorists to plan, support, and 
carry out attacks; and (3) the individuals and/or organizations involved in terrorism- 
related activity. 

Second, there should be agreement on why law enforcement needs to know this 
information. In my mind, it needs to know it so it can: (1) guide efforts to prevent 
terrorist attacks; (2) develop protective and continuity measures and emergency re- 
sponse plans; (3) design training programs and exercises; (4) select equipment and 
technology to be acquired for these efforts; and (5) develop budget and staffing 
plans. 

Third, there should be agreement that potential solution might not come from the 
top down. To the extent state, local and/or tribal law enforcement agencies have de- 
veloped successful means and methods of sharing information, consideration should 
be given to adapting these “home grown” sharing approaches regionally and even 
nationally. 

Conclusion 

I am very glad that we have represented here today such a wide range of voices 
and expertise on information sharing. I look forward to your testimony and to hear- 
ing your ideas on how to create a workable information sharing environment. 

Mr. Simmons. I thank the distinguished ranking member of the 
Intelligence Subcommittee for her observations. I also thank her for 
partnering on this hearing here today. 

The chair now recognizes the chairman of the full committee, the 
distinguished gentleman from California, Mr. Cox, for any opening 
statement he might wish to make. 

Mr. Cox. Thank you very much, Mr. Chairman. I want to thank 
you and the ranking member. A progress report on information 
sharing on homeland security is a welcome thing. I think it is an 
indispensable part of this committee’s oversight responsibilities. 

This morning, we begin by hearing from state, local and tribal 
government officials. That is unconventional only because we in 
Washington have a tendency to focus our attention on executive 
branch agencies, on the federal government. A homeland security 
enterprise properly conceived calls for a different approach. 

I suppose that state, local and tribal governments are in theory 
equal partners, and that is the premise of this hearing. They are 
supposed to be equal partners with the federal government in a 
joint enterprise. So they must be, if potential terrorist attacks are 
to be prevented across this country in the future. 

The federal government, even the Department of Homeland Se- 
curity, is not everywhere. State, local and tribal governments, by 
contrast, are. It has been well over 2 years since the attorney gen- 
eral, the director of central intelligence, and the secretary of home- 
land security signed their memorandum of understanding on infor- 
mation sharing, committing intelligence, law enforcement and 
homeland security agencies alike to certain core principles. That 
MOU called for specific actions to implement the Homeland Secu- 
rity Act. 
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It contained the following plain statement: “Providing all timely 
and relevant homeland security-related information to those who 
have a need to know it in order to assist them in meeting their 
homeland security-related responsihilities is fundamental to the 
success of the department and to all other efforts to ensure the se- 
curity of the homeland from terrorist attacks. Delay in providing 
such information risks frustrating efforts to meet these critical re- 
sponsibilities and could result in preventable attacks against U.S. 
persons and interests failing to be preempted, prevented or dis- 
rupted.” 

We on this committee often stressed that preventing terrorist at- 
tacks must be our overriding priority, and we, like every commis- 
sion and blue ribbon panel that has looked into these matters, un- 
derstand that the failure promptly to share all pertinent informa- 
tion was the single preeminent factor in the government’s failure 
to prevent the 9/11 attacks. It was in fact 2 years ago almost to 
the day that, in opening a select committee hearing on this same 
topic, I noted that if it is true that the tragedy of the 9/11 attacks 
teaches information and good intelligence is the lifeblood of home- 
land security, then it is also true that the information must move 
and must circulate. Sadly, that has not always happened. 

That was my assessment of the state of affairs in 2003, in July. 
Two year later, I think it is fair to expect real progress, and that 
is why we are here today. We want to be reassured that DHS in 
particular has engaged its nonfederal government counterparts as 
equal partners in the homeland security enterprise. We want to 
know that there are now mutually satisfactory mechanisms to en- 
able the two-way communication, the two-way flow of information, 
to and from DHS and its state, local and tribal government part- 
ners that this enterprise contemplates. That, in itself, would be 
real progress. 

So, Mr. Chairman, I want to focus as we move forward with this 
hearing on what I think it would be realistic to expect, and at the 
same time, what would be unrealistic to expect. I think it might 
be unrealistic to expect state, local and tribal governments’ preven- 
tive efforts to be very effective if they are not routinely informed 
by the relevant predictive intelligence that the federal government 
produces. Nor would the federal government be serving its non- 
federal customers well if it merely passes on a welter of raw infor- 
mation, or by speaking to those customers with an inconsistent 
analytic voice, a problem this committee addressed squarely in 
passing the department’s initial authorization act, H.R. 1817, over- 
whelmingly just 2 months ago. 

So today we look forward to hearing that information sharing 
has progressed. We hope to hear how the structural reforms engen- 
dered by the secretary’s second-stage review will further consoli- 
date and enhance that progress. Where, by contrast, shortcomings 
emerge, I am confident that this committee will continue to lead in 
the effort to ensure that a failure adequately to share information 
can never again be cited as the reason a terrorist attack could suc- 
ceed. 

Thank you, Mr. Chairman. 

Mr. Simmons. I thank the chairman for his comments. 
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I agree completely that I suppose our worst nightmare is a situa- 
tion where there might he another successful attack in the home- 
land, and we learn as part of the process of an after-action report 
that there was information available that simply was not shared 
with the people that need it. That is our goal, to avoid that type 
of a situation from occurring. 

The chair now recognizes the distinguished ranking member of 
the full committee, the gentleman from Mississippi, Mr. Thompson, 
for any comments he would like to make. 

Mr. Thompson. Thank you very much, Mr. Chairman. 

Like my colleagues, I look forward to the testimony of both pan- 
els. 

I would like to give a special welcome to Dr. Colwell from the 
Pegasus Foundation. He just happens to be from my district and 
doing good work. 

But nonetheless, Mr. Chairman, this hearing is a very important 
hearing. The tragic attacks in London 2 weeks ago demonstrated 
to all of us once again that terrorists think nothing of killing inno- 
cent people in their war against open democratic societies. Terror- 
ists are not only foreign infiltrators, but homegrown radicals that 
blend easily into the various societies that they have come to de- 
spise. 

What I found so shocking about London, beyond the senseless 
carnage, was the fact that neither the British nor our own intel- 
ligence services saw the attacks coming. We at last addressed infor- 
mation sharing in depth in the 108th Congress, prior to the 
issuance of the 9/11 Commission report. In this report, the commis- 
sion called for major reforms in the intelligence community organi- 
zation of practices, including the development of a decentralized 
network for information sharing. It made clear that improving bor- 
der security, preparing first-responders, and security critical infra- 
structure is not enough. We will not be safe unless we are effec- 
tively sharing information about terrorists and their plans. 

Information sharing, however, means much more than getting 
the CIA, the FBI and other members of the federal intelligence 
community to talk to each other. It also means improving informa- 
tion sharing with the law enforcement officer in the street. This in- 
cludes reaching out to the law enforcement in rural and small com- 
munities. Ninety-percent of the law enforcement agencies within 
the United States serve communities of less than 25,000 people. 
Over 75 percent of police departments across the nation, moreover, 
serve communities of less than 10,000 residents. As the 9/11 Com- 
mission demonstrated, it is in these localities that law enforcement 
will first encounter the next group of terrorists. 

Indeed, it was the local police officers who stopped three of the 
9/11 hijackers for routine traffic violations in the weeks and 
months prior to the September 11 attacks. The rest, the right-wing 
extremists like Timothy McVeigh and Eric Rudolph in rural juris- 
dictions, further highlight the often critical role that law enforce- 
ment in these areas plays in the apprehension of terrorists. 

Rural America is likewise home to much of the nation’s critical 
infrastructure, including agriculture, food production facilities, 
dams, nuclear power plants and portions of electric grids. For all 
of these reasons, I am very interested in how information sharing 
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is working and how it is developing for the benefit of small and 
rural communities. While much of our homeland security attention 
has heen focused on large cities and urban areas like New York, 
Washington, Chicago and Los Angeles, and rightfully so, it is crit- 
ical that we also ensure that our small communities and towns are 
looped into information-sharing networks. 

Mr. Chairman, I look forward to the testimony of our witnesses, 
particularly on their views on information sharing in rural Amer- 
ica. 

I yield back. 

Mr. Simmons. I thank the ranking member for his comments. 

Other members of the committee are reminded that opening 
statements may be submitted for the record. 

Mr. Simmons. Now, I would like to call the first panel: Mr. John 
Cohen, senior homeland security policy advisor for the Common- 
wealth of Massachusetts; Mr. Gary Edwards, chief executive officer 
of the National Native American Law Enforcement Association; 
and Dr. Lee Colwell, executive director for the Pegasus Research 
Eoundation. 

Gentleman, if you don’t mind testifying in that order, we have 
a 5-minute clock that will give you a green light, a yellow light, 
and a red light. I think anybody who has been involved with any 
form of law enforcement understands that the yellow light does not 
mean slow down, it means speed up. And the red light means stop. 
We would encourage you to summarize your testimony because we 
have copies in our books and can probably read faster than you can 
speak. So we encourage that you summarize, stick to the 5-minute 
rule so that we will have an opportunity to ask questions and inter- 
act. 

That being said, I would ask Mr. Cohen to lead off. Mr. Cohen? 

STATEMENT OF JOHN COHEN, SENIOR HOMELAND SECURITY 

POLICY ADVISOR, EXECUTIVE OFFICE OF PUBLIC SAFETY, 

COMMONWEALTH OF MASSACHUSETTS 

Mr. Cohen. Thank you, Mr. Chairman, Chairman Cox, members 
of the committee. I appreciate the opportunity to appear before you 
today. 

Recently, the homeland security advisers from a vast majority of 
the states came together under the umbrella of the National Gov- 
ernors Association. There was clear consensus among that group 
that at the end of the day this is the most important issue facing 
us as we try to better protect our communities or be prepared to 
respond should an attack occur, because again at the end of the 
day, everything we do as it relates to homeland security, whether 
it is response planning, recovery planning, critical infrastructure 
protection and resiliency initiatives, or prevention activities, de- 
pends on accurate and credible information about those who want 
to attack us, the targets they intend to attack, and how they wish 
to carry out those attacks. 

If I had to describe to you, well, since I am here I am describing 
to you, where we are today as a nation with regard to this, I would 
have to tell you that we have made great progress over the past 
2 years, but we are still not where we should b^e or must be if we 
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are going to be effective in protecting our communities from future 
attack. 

Governor Mitt Romney of Massachusetts has chaired for the last 
1 1/2 years a working group comprised of state and local officials. 
My friend, Mr. Edwards, was a participant in that process, where 
we looked at the role that state, local, tribal entities and the pri- 
vate sector should play in supporting our prevention efforts and 
most importantly, the role they should play in efforts to gather, 
analyze, share and use homeland security-related intelligence. So 
much of what I am about to say to you and much of what was con- 
tained in my written testimony that was submitted are the results 
of those efforts. 

Today, from an information-sharing perspective, we still depend 
on a national system that can best be described as a patchwork of 
ad-hoc processes, protocols and technical capabilities that still re- 
quire state and local officials to develop strong interpersonal rela- 
tionships with representatives from key federal agencies. Particu- 
larly in times of critical threat evaluation or emergency situation, 
we depend more on those interpersonal relationships than on a 
solid, well-defined, institutionalized infrastructure to support intel- 
ligence and information sharing. 

The Department of Homeland Security and the FBI are doing a 
much better job at providing state, local and tribal entities an inte- 
grated intelligence product. But at the same time, we still receive 
from both those entities large quantities of nonactionable intel- 
ligence and information, which actually comes to us at times with 
a caveat that this information has been deemed noncredible, of 
course facilitating us to ask the question, why is it being sent to 
us in the first place? 

Even though the Department of Homeland Security and the Fed- 
eral Bureau of Investigation are doing a much better job of inte- 
grating the product that they send out to state and local entities, 
we still receive considerable amounts of intelligence and informa- 
tion from other federal entities who clearly are not collaborating 
with the FBI and the Department of Homeland Security prior to 
sending that information out, and at times we receive information 
that is conflicting or cannot be verified from some of the key intel- 
ligence sources that we rely on to do our planning. 

There still is no national plan that provides clear guidelines for 
how state, federal, local and tribal entities and the private sector 
should work together to gather, analyze, disseminate and share 
homeland security-related intelligence, recognizing that it is a com- 
plex issue because much of this information is protected by privacy 
and other types of guidelines that restrict the inappropriate disclo- 
sure of that information. 

There remains an over-emphasis at the federal level on providing 
classified information and intelligence to state and local entities. 
There is an over-emphasis on trying to create closer linkages or ac- 
tually draw state and local entities into the intelligence commu- 
nity. This is a significant issue because at the end of the day if I 
am going to be effective in protecting our local communities, work- 
ing with our local, tribal and private sector entities to be prepared 
to respond, I need to share critical intelligence with them. If it is 
provided to me in a classified format and I have to share it with 
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people who do not have appropriate clearances in order to do my 
job, I am put in the position of either not doing what I need to do 
to be effective, or violating the law. 

The emphasis should be on the federal community coming to- 
gether and providing unclassified intelligence and information to 
state and local authorities. Clearly, there are times when they will 
need to share classified information. We should put the infrastruc- 
ture in place to do that, but the rule should be unclassified infor- 
mation. 

There is some good news. There is a greater level of sophistica- 
tion at the state and local level with regard to their role in this 
whole intelligence cycle. You are seeing the emergence of intel- 
ligence fusion centers in most of our major cities and states. Unfor- 
tunately, a lot of money was spent over the past several years by 
state and local governments in establishing these centers without 
any clear guidelines. The Homeland Security Advisory Council, 
working with the Global Justice Information Sharing Working 
Group, has developed those guidelines. We are working with DHS 
and the FBI and the Justice Department to send those out. 

I just would leave the committee, since my light is red, with two 
final thoughts. As everybody pointed out, state and local entities 
are important gatherers of intelligence, but that does not mean 
that we should act as spies or practice tradecraft of the intelligence 
community. We should be focusing on taking that information 
which we gather in our day-to-day crime control and other delivery 
of emergency and non-emergency services, and being better able to 
determine when there is a linkage with terrorism, as opposed to 
asking us to carry out the function of an intelligence agency. 

Secondly, I would just re-emphasize that as consumers of intel- 
ligence, we need this intelligence to guide prevention efforts, but 
also response, recovery and continuity planning. It guides every- 
thing we do at the state and local level as it relates to homeland 
security. 

Thank you, Mr. Chairman. 

[The statement of Mr. Cohen follows:] 

Prepared Statement of John D. Cohen 

Mr. Chairman, members of the Subcommittee good morning. My name is John 
Cohen and I currently serve as the Senior Homeland Security Policy Advisor to the 
Commonwealth of Massachusetts. In that capacity, I am a direct advisor to the Gov- 
ernor of Massachusetts Mitt Romney and the Secretary of the Executive Office of 
Public Safety Edward Flynn. I appreciate the opportunity to be here with you today. 

The hearing today is entitled “A Progress Report on Information Sharing for 
Homeland Security” — and for state, local and tribal governments there truly is no 
more important issue because at the end of the day, the efficacy of our prevention, 
response, and recovery efforts all depend upon the effective collection, analysis, 
sharing, and use of timely and accurate intelligence about those who wish to attack 
us, the targets they intend to attack and the methods they intend to use. 

Terrorism-related intelligence is not solely utilized by or derived through the ef- 
forts of the Intelligence Community. The attacks of 9/11 and the recent bombings 
in London taught us that today our enemy may not always be overseas — he or she 
may live in our local communities — and engaged in criminal and/or other suspicious 
activity as they plan attacks on targets within the United States and its territories. 
Intelligence and/or information regarding possible attacks — possessed by federal au- 
thorities must be provided in a timely manner to state, tribal, local and key private 
sector entities to support information-driven efforts to protect our communities. Fur- 
thermore, information that may forewarn of a future attack may initially come to 
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the attention of authorities through local crime control activities or by reports made 
by the general public. 

The Intelligence Community plays a critical role in managing the flow of ter- 
rorism-related intelligence among critical stakeholders. But, until recently, the man- 
ner in which our modern day Intelligence Community operated and the mindset it 
operated under for the most part was established during the Cold War and designed 
to confront foreign-based, state-sponsored adversaries. Efforts are underway to re- 
structure the Intelligence Community so that it can better meet the challenges of 
the post 9/11 world. This restructuring must include defining the appropriate roles 
for state, tribal, local, and private sector entities in the collection, analysis, dissemi- 
nation and use of this intelligence and information — and how those efforts should 
be coordinated with those of the Federal Government. This debate represents an 
historic opportunity to enhance existing information sharing between all levels of 
government — and — the threat to the nation demands that we proceed expeditiously. 
But — we must also proceed thoughtfully and consider all of the civil liberty and fi- 
nancial implications before asking state, tribal, local and private sector entities to 
take on new responsibilities. 

BACKGROUND 

In an open society, it is impossible to protect against every possible type of attack. 
While all appropriate steps should be taken to protect and secure our society and 
we should continue our efforts to have a robust response effort, the key to protecting 
America is to prevent another attack. To be fiscally prudent and operationally effec- 
tive, prevention efforts must be intelligence-driven, adaptable, multifaceted, 
prioritized, and designed to effectively support efforts to: 

• Identify and target for arrest, prosecution, incarceration, and/or other en- 
forcement actions, such as deportation, people who have been determined to be 
supporting, planning, and/or intending to carry out an attack. 

• Protect potential targets from being attacked — this means enhancing 
the physical security of high-risk targets to reduce their attractiveness to poten- 
tial attackers and ensuring the continuity of critical services to minimize the 
impact of an attack at a single or multiple locations. 

• Disrupt the ability of terrorists to plan and conduct operations — 

State, local, and tribal entities can effectively disrupt the ability of terrorists to 
operate according to their plan and force them to change their methods of oper- 
ation, thereby exposing them to potential discovery by disrupting their financial 
support networks and implementing — in an unpredictable manner — aggressive 
protective measures such as counter-surveillance of potential targets and di- 
rected patrol. 

The key to prevention is intelligence. We have spent billions in America since 
9/11 on response — it is time now to put equal and greater attention on the challenge 
of preventing future attacks. We need to get our intelligence operations functioning 
at the level needed for the threats we now face. While the federal government clear- 
ly has primary responsibility for intelligence, the state and local governments must 
play a major role. We are the eyes and ears on the front lines in the homeland. And 
while this doesn’t mean that state and local authorities should begin sp3dng on the 
public, it does mean that in the course of our day-to-day duties we gather informa- 
tion that may have a nexus with a terrorist threat and this information needs to 
be organized, analyzed and distributed to those who can act on it. Information shar- 
ing between federal, state, local, tribal and private sector entities has improved 
since the attacks of 9/11, but it is still not as effective as it should be — and must 
be — if we are going to protect our communities from future attack. 

Over the past year, state, tribal and local officials have worked to better define 
the role state and locals should play in intelligence gathering and information shar- 
ing. We have also thought about what we need from the federal government if we 
are to play our role successfully. In June 2004, with the concurrence of then DHS 
Secretary Tom Ridge, Massachusetts Governor Mitt Romney established the Home- 
land Security Advisory Council (HSAC) Intelligence and Information Sharing Work- 
ing Group (Working Group) to review the roles, responsibilities, and requirements 
of state and local government entities as related to the collection, analysis and dis- 
semination of terrorism-related intelligence information. The Governor established 
the Working Group in recognition that while there seemed to be general agreement 
at all levels of government that the sharing of terrorism-related intelligence/infor- 
mation is vital to our nation’s efforts to detect, prevent, and effectively respond to 
acts of terrorism here at home, it is still somewhat unclear what state and local 
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entities should be doing as a part of a national effort in this regard. ^ 

In December 2004, the HSAC Intelligence and Information Sharing Working 
Group issued a report that included a number of findings and recommendations in- 
tended to better define what state, tribal and local governments should be doing as 
part of our nation’s efforts to collect, analyze, disseminate and use terrorism-related 
intelligence (a summary of that report is included as an attachment to this testi- 
mony). At that time, the Working Group reported that almost every state is estab- 
lishing an “information fusion center” — a location where homeland security-related 
information can be collected and analyzed. But the Working Group also found that 
there was no common definition of fusion nor were there standards to guide the 
states in doing so. The Working Group was asked by Secretary Ridge to develop a 
list of functional attributes for use as a guide by state, tribal and local entities as 
they seek to establish statewide and urban area “fusion centers.” 

On 4/28/05, the Governor formally presented to the HSAC guidelines to support 
establishing a state-based, nationwide fusion capacity — recognizing that every level 
of government and the private sector has a role in the fusion process (a copy of the 
April report is included as an attachment to this testimony). 

INFORMATION FUSION 

The process that has become known as “information fusion” represents the orga- 
nizing principle that supports an effective national homeland security intelligence 
capacity. The Working Group defined the term “fusion” as the overarching process 
of managing the flow of information and intelligence across levels and sectors of gov- 
ernment and the private sector to support the rapid identification of emerging ter- 
rorism-related threats and other circumstances requiring intervention by govern- 
ment and private sector authorities. It is a key part of our nation’s homeland secu- 
rity efforts because it supports the implementation of risk-based, information-driven 
prevention, response, and consequence management programs. It means more than 
the one-time collection of law enforcement and/or terrorism-related intelligence in- 
formation and it goes beyond establishing an intelligence center or creating a com- 
puter network. It is a clearly defined and ongoing process that involves the blending 
of information from: 

• The intelligence and information management systems used to support the 
core missions of individual Federal, state, tribal and local government entities; 

• The general public; and 

• Private sector entities. 

The Working Group report acknowledges that the way in which individual juris- 
dictions and regions implement the fusion process will vary taking into account 
their specific needs, capabilities and resources. The Working Group’s report lists a 
number of factors critical to an effective intelligence/information fusion process — 
these include: 

• Common terminology used by all stakeholders; 

• Up-to-date awareness of the global and domestic threats; 

• An understanding of the linkages between terrorism and non-terrorism re- 
lated information so that we can recognize “precursors” or “indicators” of an 
emerging threat; 

• Intelligence and information requirements that prioritize and guide planning, 
collection, analysis, dissemination and re-evaluation efforts; 

• Understanding and elimination of impediments to information collection and 
sharing; 

• Extensive and continuous interaction with the private sector and with the 
public at-large; 

• A commitment to ensure aggressive oversight and accountability so as to pro- 
tect against the infringement of constitutional protections and civil liberties. 

The Working Group recommended that minimally, each state should establish and 
maintain an analytic center to facilitate the fusion process — Each major urban area 
(as defined by the UASI program) may want to establish a similar capacity ensur- 
ing that it is interlinked with the fusion process established by tbe state. 
Additionally, there needs to be some consideration of where these fusion centers link 
into the federal system. 

Secretary Chertoff — as well as a numerous other federal, state, local and private 
sector entities — have been briefed on the efforts and findings of the Working Group. 


^The Intelligence and Information Sharing Working Group was comprised of state, tribal, 
local and private sector officials representing various disciplines. The Working Group worked 
closely with members of the Global Justice Information Sharing Working Group — a Department 
of Justice sponsored advisory committee comprised of state and local law enforcement officials. 
Representatives from the Department of Homeland Security, the Department of Justice and the 
Federal Bureau of Investigation actively participated in all of the Working Group’s efforts. 
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Information contained in both reports have been incorporated into the guidelines 
and other materials being developed by the Department of Homeland Security that 
are intended to support efforts by state, tribal and local governments to enhance 
their capacity to prevent, respond to and manage the consequences of a terrorist at- 
tack. 

CONCLUSION 

The initial report of the HSAC Intelligence and Information Sharing Working 
Group outlines the roles state and locals should play in intelligence gathering and 
information sharing, and it also outlines what we need from the federal government 
if we are to play our role successfully. This report has been given serious consider- 
ation by the White House and by DHS as they write preparedness standards for 
state and local governments, and I hope that the federal government will also con- 
sider the critical role of state and locals in intelligence as they restructure the fed- 
eral intelligence environment. 

The follow-up report on standards for fusions centers in the states comes at a time 
when most states have one or more fusion centers under development. For this rea- 
son, and recognizing that it is ineffective to demand that the same structure be used 
in every state or large urban area, we have focused instead on the process that 
should take place in a fusion center — what are the inputs and outputs needed for 
a state’s fusion operation to be effective. 

Equally important is the report’s recommendation that the federal government 
recognize that states are establishing a fusion process and that the federal govern- 
ment needs to take this into account as they restructure the federal environment. 
We have made clear what we need from the federal government in order to be effec- 
tive in our role — and we will focus in the states on putting together the fusion oper- 
ations on the ground that can ensure we have a robust intelligence operation work- 
ing at every level throughout our country. 

Mr. Simmons. Thank you very much for that testimony. Con- 
gratulations, you finished at the red light. Good going. 

Mr. Gary Edwards, we look forward to your testimony, sir. 

STATEMENT OF GARY EDWARDS, CHIEF EXECUTIVE OFFICER, 

NATIONAL NATIVE AMERICAN LAW ENFORCEMENT 

ASSOCIATION 

Mr. Edwards. Thank you, Mr. Chairman, Mr. Vice Chairman 
and distinguished members of the committee. My name is Gary Ed- 
wards. I am the chief executive officer of the National Native 
American Law Enforcement Association, also known as NNALEA. 

I am honored and pleased to appear before this committee and 
the Subcommittee on Intelligence, Information Sharing and Ter- 
rorism Risk Assessment to discuss the progress of information 
sharing for homeland security. Thank you for this opportunity to 
address you. 

I ask that my written testimony be entered into the record. 

Mr. Simmons. Without objection. 

Mr. Edwards. NNALEA is a nonprofit public service organiza- 
tion formed in 1993. Among other things, we provide a media for 
the exchange of ideas and new techniques, establish networks for 
training collaboration, technical assistance, information sharing 
and investigative assistance between federal, tribal, state and local 
governments and agencies and the private sector. 

We have conducted 12 national training conferences, and this 
year we are going to be conducting our 13th national training con- 
ference on November 15 through 17, 2005, in Las Vegas, Nevada. 
We are sure that some of the hot topics will be homeland security 
and information sharing. You are all invited to attend. 

In my capacity as the chief executive officer of the National Na- 
tive American Law Enforcement Association, I serve on a number 
of advisory committees, task forces and working groups for the De- 
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partment of Homeland Security and the Department of Justice. It 
is my opinion that the progress of information sharing for home- 
land security can he best understood by comparing today’s informa- 
tion sharing for homeland security with that of the past. 

Prior to the formation and efforts of the Department of Home- 
land Security, information sharing on issues relating to the secu- 
rity of our homeland was handled in patches, wherein the federal 
departments, states, tribes, localities and the private sector would 
largely engage in information sharing for homeland security inde- 
pendently and through limited coordination. There was not a mas- 
ter weaver, so to speak, to achieve a seamless fusion of all the 
patches. 

The result was, in the past, although there was some information 
sharing, there was no comprehensive plans, no centralized coordi- 
nation, no seamless functionality of information sharing for home- 
land security. With the formation of the Department of Homeland 
Security, the information sharing to secure our homeland was fi- 
nally given its much needed master weaver. 

Presently, the Department of Homeland Security has placed a 
great focus on information sharing for homeland security. Secretary 
Chertoff stated, “The ability to share information with our inter- 
national, state, tribal, local partners, the private sector, law en- 
forcement and first responders is absolutely critical to our success.” 

The Department of Homeland Security has employed a national 
approach engaging national agencies such as the National Con- 
gress of American Indians and the National Native American Law 
Enforcement Association, among numerous others, to work toward 
achieving information sharing goals such as the integration among 
public and private stakeholders of the roles and responsibilities for 
the security of our homeland: seamless functionality for informa- 
tion sharing, establishment of effective partnerships for informa- 
tion sharing, information sharing pertaining to prevention, protec- 
tion, all-hazards response and recovery, establishment of com- 
prehensive information sharing, centralized coordination of infor- 
mation sharing, promotion of greater situational awareness, and 
the fusion and sharing of a richer intelligence base. 

For example, NNALEA, the National Congress of American Indi- 
ans and the Department of Homeland Security are currently con- 
ducting a tribal border security pilot program. The tribal border se- 
curity pilot program is cutting edge and provides the Indian tribes 
located on or near the international borders of the United States 
with the opportunity to advance their respective tribe’s ability to 
deal with threats or acts of terrorism, national disasters and other 
national emergencies, while also advancing Indian Country and na- 
tional homeland security. 

In one phase, we used tribal border security pilot program tools 
to collect capabilities and information such as emergency manage- 
ment and public works, law enforcement, border security, detention 
facilities, emergency fire response, emergency medical responders, 
facilities, critical infrastructure, and environment and public safety 
communications and interoperability. The tribal border security 
presents this information to the Department of Homeland Security, 
which may use it in assessing the as-is environment of homeland 
security on our borders, as well as the homeland security capabili- 
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ties, preparedness and assessments for the participation of tribes, 
among other uses. 

We must thank the 40 tribes for sharing this information with 
the Department of Homeland Security. It shows their vigilance in 
the protection of our nation. 

In the future, as we look to information sharing and homeland 
security progress, we must look at integration of information shar- 
ing systems between federal, state, tribal and local governments 
and agencies, as well as the private sector. 

This integration can be achieved through the following: the fed- 
eral government clearly defining what type of intelligence and in- 
formation is needed; the removal of barriers like long-awaited secu- 
rity clearances; the empowerment of local and tribal law enforce- 
ment to collect intelligence; the creation of a legal structure for in- 
telligence gathering and information sharing that law enforcement 
officers feel comfortable in; the removal of any legal impediments 
that prevent law enforcement’s ability to gather legitimate informa- 
tion at the state, tribal and local levels without spying on people, 
and all the while protecting the constitutional and human rights of 
American citizens; the continued establishment of coordinated in- 
telligence and information fusion centers; the development of clear, 
open interoperable communications and information-sharing poli- 
cies that require two-way information sharing between the federal 
departments, states, tribes, local entities and the private sector be- 
cause top-down information sharing is an ineffective and inefficient 
method that creates untimely critical information sharing; the de- 
velopment of innovative means to build and maintain a personal 
relationship across our great homeland for personal relationships 
are the time-tested catalyst for information sharing; and the provi- 
sion for funding for much-needed equipment, technology training, 
accreditation, certification, personnel pay parity and so forth to 
allow governments and agencies of different means to be able to 
achieve seamless information sharing for homeland security. 

As Winston Churchill once said, “Give us the tools and we will 
finish the job.” 

Thank you again for this opportunity to speak, and I will answer 
any questions you may have for me. 

[The statement of Mr. Edwards follows:] 

Prepared Statement of Gary L. Edwards 


Introduction 

Mr. Chairman, Mr. Vice-Chairman and distinguished members of the Committee, 
my name is Gary Edwards and I am the Chief Executive Officer of the National 
Native American Law Enforcement Association (“NNALEA”). I am honored and 
pleased to appear before the House Committee on Homeland Security, Sub- 
committee on Intelligence, Information Sharing and Terrorism Risk Assessment to 
discuss the progress of information sharing for Homeland Security. Thank you for 
this opportunity to address you today. 

Background on NNALEA 

As many of you may be aware, NNALEA is a non-profit public service organiza- 
tion founded in 1993, which among other things, provides a media for the exchange 
of ideas and new techniques, and establishes networks for training, collaboration, 
technical assistance, information sharing and investigative assistance between fed- 
eral, tribal, state and local governments and agencies and the private sector. 
NNALEA has conducted twelve (12) National Training Conferences across the 
United States, and is currently preparing for its thirteenth (13) National Training 
Conference to be held on November 15-17, 2005 in Las Vegas, Nevada. Homeland 
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Security and information sharing will be hot topics at this upcoming National Train- 
ing Conference. In my capacity as the CEO of NNALEA I have served on a number 
of advisory committees, task forces and working groups of the Department of Home- 
land Security and the Department of Justice. 

Information Sharing for Homeland Security — Past 

The progress of information sharing for Homeland Security can best be under- 
stood by comparing today’s information sharing for Homeland Security with that of 
the past. Prior to the formation and efforts of the Department of Homeland Secu- 
rity, information sharing on issues relating to the security of our Homeland were 
handled in “patches,” wherein the federal departments, states, tribes, localities, and 
the private sector would largely engage in information sharing for homeland secu- 
rity independently or through limited coordination. There was not a “Master Wea- 
ver,” so to speak, to achieve a seamless fusion of all of the “patches.” The result 
was that in the past, although there was some information sharing, there were no 
comprehensive plans, no centralized coordination, and no seamless functionality of 
information sharing for Homeland Security as a whole. With the formation of the 
Department of Homeland Security, information sharing to secure our Homeland was 
finally given its much needed “Master Weaver.” 

Information Sharing for Homeland Security — Present 

Presently, the Department of Homeland Security has placed a great focus on in- 
formation sharing for Homeland Security. As Secretary Chertoff recently stated: 
“The ability to share information with our international, state, [tribal] and local 
partners, the private sector, law enforcement and first responders is absolutely crit- 
ical to our success.” The Department of Homeland Security has employed a national 
approach, engaging national organizations such as the National Congress of Amer- 
ican Indians (NCAI) and NNALEA, among numerous others, to work towards 
achieving information sharing goals such as: integration among public and private 
stakeholders of the roles and responsibilities for the security of our homeland; seam- 
less functionality of information sharing; establishment of effective partnerships for 
information sharing; information sharing pertaining to prevention, protection, and 
all-hazards response and recovery; establishment of comprehensive information 
sharing plans; centralized coordination of information sharing; promotion of greater 
situational awareness; and the fusion and sharing of a richer intelligence base. 

For example, NNALEA, NCAI, and a number of other partners with the support 
of the United States Department of Homeland Security Office for Domestic Pre- 
paredness are currently performing the Tribal Border Security Pilot Program ("TBS 
Pilot Program"). The TBS Pilot Program is cutting-edge and provides Indian Tribes 
located on or near our International Borders with the opportunity to advance their 
respective Tribe’s ability to deal with threats or acts of terrorism, natural disasters 
and other national emergencies, while also advancing Indian Country and National 
Homeland Security. In one phase of the TBS Pilot Program a number of information 
gathering tools are utilized to collect information on areas vital to Homeland Secu- 
rity, such as: Emergency Management and Public Works; Law Enforcement, Border 
Security and Detention Facilities; Emergency Fire Responders; Emergency Medical 
Responders and Facilities; Critical Infrastructure and Environment; and Public 
Safety Communications and Interoperability. It is anticipated that the Department 
of Homeland Security may use the information from the TBS Pilot Program as an 
aid in assessing the “as is” environment of Homeland Security on our borders, as 
well as a Homeland Security capabilities, preparedness and needs assessment of the 
participating Tribes, among other uses. 

Much recognition and many thanks should be given to the nearly forty (40) tribes 
who have graciously shared their information on the above areas for the TBS Pilot 
Program. Their participation is a testament to their vigilance for the security of our 
Homeland. In addition, much recognition and many thanks should be given to the 
United States Department of Homeland Security for its insightfulness in recognizing 
the important role that these border Indian Tribes play in our Homeland Security. 

Information Sharing for Homeland Security — Future 

As information sharing for Homeland Security progresses into the future, the 
focus should continue to be upon the integration of information sharing systems be- 
tween federal, state, tribal, and local governments and agencies, as well as the pri- 
vate sector. This integration can be achieved through the following: 

• the federal government clearly defining what type of intelligence and informa- 
tion is needed; 

• the removal of barriers, like long waits for Security Clearances; 

• the empowerment of local and tribal law enforcement to collect intelligence; 
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• the creation of a legal structure for intelligence gathering and information 
sharing that law enforcement officers feel comfortable in; 

• the removal of any legal impediments that prevent law enforcements’ ability 
to gather legitimate intelligence at the state, tribal and local levels, without 
spying on people and all the while protecting the Constitutional Rights and 
Human Rights of American Citizens; 

• the continued establishment of coordinated intelligence and information fu- 
sion centers; 

• the development of clear “Open Interoperable Communications Information 
Sharing Policies” that require “two-way” information sharing between the fed- 
eral departments, states, tribes, local entities and the private sector, because 
‘top-down’ information sharing is an ineffective, inefficient method that creates 
untimely critical information sharing; 

• the development of innovative means to build and maintain personal relation- 
ships across our great Homeland — for personal relationships are the one time- 
tested catalyst for information sharing; and 

• the provision for funding for much needed equipment, technology, training, 
accreditations/certifications, personnel, pay parity and so forth, to allow govern- 
ments and agencies of differing means to be able to achieve seamless informa- 
tion sharing for Homeland Security. 

As Winston Churchill once said: “Give us the tools and we will finish the job.” 

Conclusion 

Thank you again for the opportunity to address you today. I am happy to answer 
any questions that any of you may have. 

Mr. Simmons. Thank you, Mr. Edwards. 

Now, I would like to recognize Dr. Colwell. Again, if you could 
summarize your key points in 5 minutes, that would be most help- 
ful. I have already read your very good statement. 

STATEMENT OF LEE COLWELL, EXECUTIVE DIRECTOR, 
PEGASUS RESEARCH FOUNDATION 

Mr. Colwell. Thank you, Mr. Chairman. I will be brief. 

I request the written statement that I submitted be entered in 
the record. 

Mr. Simmons. Without objection. 

Mr. Colwell. I will summarize, with your permission, comments 
made in the written statement. 

I want to talk about the functions of a 501(c)(3) foundation, the 
Pegasus program, and how it facilitates information sharing among 
our local-to-local law enforcement agencies, that is not without, al- 
though the mission is horizontal, it is not without vertical accessi- 
bility, given certain parameters. 

I think that we live in interesting and unprecedented chal- 
lenging, changing paradigms involving how law enforcement does 
its job. I think that the recognition of a national imperative that 
existed long before it was identified has been good for our country 
and the noble efforts of this body and the executive branch are 
commendable. 

I would suggest that when we talk about federal, state and local, 
that we raise and, A-N-D, to all caps because local law enforce- 
ment agencies are where all of the day-to-day routine crimes occur, 
and that reservoir or body of information collected through tradi- 
tional and historical law enforcement efforts is rich in data that 
can aid and support law enforcement at the local level, as well as 
at the national level with those agencies of the federal government 
that have the first-line responsibility for the strategies involving 
what we can do to protect our nation. 
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I would like to spend a moment describing to you what the Peg- 
asus program, Local-to-Local, is about. Briefly, Pegasus facilitates 
information sharing at the local-to-local level, the horizontal. This 
was started by the National Sheriffs’ Association in the year 2000, 
prior to the tragic events of 9/11. At that time, and in our view re- 
mains to this day, the only national initiative initiated through this 
body and funded through this body that directly involves facili- 
tating and accessing by local law enforcement information agencies 
the information that is generated and created there. There is no- 
where else that this data resides in the form that it is. 

There are summaries. There are statistical reports that are sub- 
mitted. And there are certain warrants and crimes that rise on up 
through the system to the state and the federal level. Simply stat- 
ed, the Pegasus program facilitates information sharing from dis- 
parate legacy databases, whatever is there, without changing it or 
modifying it in any way, and makes it accessible to other law en- 
forcement agencies through a biometric fingerprint authentication 
process as part of the protocols for accessing the data system. We 
use a fingerprint. 

It is an Internet-based, secure, biometric fingerprint performing 
the following functions: access to legacy databases that do not 
meet, for the most part, the global justice XML standards. It would 
be a huge cost factor to try to change all those quickly. It provides 
a directory of law enforcement agencies and the personnel, a secure 
directory. It provides alert functions. It provides a consular notifi- 
cation function. When a foreign national is arrested by a local law 
enforcement agency, it provides notification to the consulate and 
the State Department. 

It links databases. It shares information. We have a governance 
board of sitting members, former and current members, sheriffs 
and chiefs. It does not compete or duplicate with existing databases 
or vendors. It works with the existing software and hardware. It 
does not extract data. It provides access. It is not an intelligence 
system. It is a voluntary participating process. There is no cost, 
thanks to the Congress, to the agencies who are linked up. It em- 
ploys multiple vendors who actually perform and make up data- 
bases. 

We conform to the privacy laws and traditions of each state and 
those law enforcement bodies in which they operate. It is a system 
for law enforcement. 

Thank you, Mr. Chairman. 

[The statement of Mr. Colwell follows:] 

Prepared Statement of Lee Colwell, DPA 

Chairman Simmons, Ranking Member Lofgren, and Subcommittee Members: 

Thank you for the opportunity to appear before this Committee and provide you 
with information and my views about law enforcement and homeland security infor- 
mation sharing, especially regarding the needs of local agencies for Local-To-Local 
(L2L) law enforcement data communications, not voice (i.e., public safety radio). I 
speak especially to the needs of agencies in rural and small-town America. Thank 
you also for the work you do to make all our communities and Nation safer places 
for all Americans. 

My name is Lee Colwell. I am Executive Director of the Pegasus Research Foun- 
dation, located in Little Rock, AR. I am a Former Associate Director of the FBI, the 
number two position in the FBI at the time, a retired university professor, a life 
member of the NSA and lACP. My entire professional career has been deeply in- 
volved in law enforcement and public safety at all levels of government. 
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I am speaking on the need for L2L data communications, especially in rural areas, 
on behalf of the Pegasus Program, which includes Pegasus Technology Consortium 
members from Colorado, Iowa, Kentucky, Minnesota, Mississippi, Pennsylvania, and 
Virginia. I will discuss what the Pegasus program is, what Pegasus is not, what the 
program does, the background on local law enforcement, how Pegasus could assist 
the Department of Homeland Security, and a final comment on information sharing. 

I also reflect the views, I believe, of the approximately 700 local law enforcement 
agencies from more than 30 states, from Maine to California and Washington to 
Florida, and numerous points in between, which Pegasus currently serves, either by 
providing an outlet for their local agency legacy data, or by providing access to that 
data which is not available elsewhere, or both. A map showing the location of those 
local agencies involved in the Pegasus Program is attached to my written statement. 

What the Pegasus Program Is 

The Pegasus program is Congressionally-led. Pegasus is locally managed as a na- 
tionwide initiative for highly-secure nationwide L2L legacy data exchange of local 
law enforcement and homeland security data. As far as we know, the Congression- 
ally initiated Pegasus program is the only nationwide program with a strategy and 
plan for nationwide implementation. 

Pegasus is a good example of how Congress provided for previously unmet local 
agency needs to solve an essentially Federal problem by engaging thousands of local 
front line law enforcement personnel in the solution. Pegasus was initiated by the 
National Sheriffs’ Association in 2000 and supported by Congress in 2001 prior to 
9/11. 

With continued support, Pegasus provides a basic tool that serves local agency 
needs for L2L law enforcement data communications. This is especially critical to 
those small and rural agencies where the need is the greatest because they have 
limited or few financial and information technology resources and little or no access 
to local agency data from other areas. 

The Pegasus Program has been working with local agencies to build local agency 
consensus on local agency data sharing, namely: 

(a) what information do local agencies want to share; 

(b) how do they want to share it; and, 

(c) who do they want to share it with. 

Based on needs assessment work over several years and on-going policy guidance 
of local law enforcement, the Pegasus Program has implemented a technology solu- 
tion that reflects the “bottom-up” needs of local agency. This pro^am is designed 
to provide access to specific and actionable local law enforcement information on a 
real-time or near-real-time basis, and the ability to communicate that data without 
human intervention. 

During the first half of 2005, more than 750 county SherifFs Offices and munic- 
ipal police departments in more than 30 states participated in the Pegasus Program, 
either by contributing data, accessing data, or both. Pegasus is providing authorized 
secure access to local law enforcement booking and warrant data that is nowhere 
else available, and has taken first steps to provide access to local incident data no- 
where else available. This has been achieved in a little over a year, with fairly nomi- 
nal levels of Federal funding, and is poised to rapidly expand with additional fund- 
ing. 

Built around secure encrypted Internet transport and the Department of Justice 
Global Justice XML Data Model and other Federal standards wherever possible, 
Pegasus uses commercial off-the-shelf (COTS) technology. The data is highly-secure, 
in particular through biometric fingerprint access authentication. This process is im- 
plemented through formal enrollment procedures and fingerprint-based authentica- 
tion technology that is more resistant to “hacking” than commonly used UserlD/ 
Password systems. This authentication technology allows system administrators to 
“track the insider”, which is perhaps the greatest security risk. To do this Pegasus 
uses COTS fingerprint readers that are marketed by a dozen different manufactur- 
ers and COTS software. 

Pegasus is a highly cost-effective vehicle for regional information sharing projects, 
especially for local agencies in small towns and rural areas that do not have the 
financial and information technology resources to build technology-intensive data 
sharing capabilities. A good example here is the rural law enforcement agencies in 
Virginia, West Virginia and Maryland located near Clarke County, Virginia which 
work with the Mount Weather Police Department to provide security to FEMA fa- 
cilities in the area. These local agencies want and need a secure information ex- 
change capability of the type that can be provided both by and to the Mount Weath- 
er PD. Pegasus has been working with them with the view toward providing that 
capability. 
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The Pegasus program builds on existing technology deployment which signifi- 
cantly reduces time to deploy, training, capital and implementation costs, and main- 
tenance costs. This has the added benefit of making it fast and cheap to deploy rel- 
ative to other “common software” and “common data center” initiatives. 

Your colleagues in the Senate have recently made it clear that improved informa- 
tion sharing among emergency responders is essential to a comprehensive homeland 
security response. Improved information sharing among emergency responders is 
also essential to homeland security preparedness, as well as homeland response. 

A classic “dual-benefit” system, Pegasus is primarily focused on local agency 
needs, starting with local law enforcement, but also can serve Federal law enforce- 
ment and Homeland Security by making local agency data available for Federal per- 
sonnel access, not extraction, in accordance with local agency policies. Pegasus is 
working with several federal law enforcement agencies to help them achieve their 
law enforcement information exchange mission on terms acceptable to local law en- 
forcement. 

WHAT PEGASUS IS NOT 

Pegasus is not a theoretical or “ivory tower” standards-setting body. Pegasus does 
advance and implement Federal standards like the Global Justice XML Data Model, 
which have been adopted by DHS. Most importantly, Pegasus is actually working 
in the field to implement Federal standards, not just discuss them. 

Pegasus does not replicate what is in place — where a regional information sharing 
system is in place which meets Pegasus security and other policy requirements, Peg- 
asus works with those system’s to provide a conduit for data to be exchanged in and 
out of the region. 

Pegasus does provide a nationwide, Internet based conduit by which local agency 
information in these regional systems can be accessed nationally, and by which local 
agency information outside these regions may be accessed by these regional systems, 
subject to meeting Pegasus security standards, in particular biometric access au- 
thentication. 

Many regional systems do not use biometrics or other strong access authentication 
technologies and processes — and we are unable to share with them because the Peg- 
asus governing policy is to share only with systems that have biometric fingerprint 
access authentication technolo^es and processes in place. 

In this connection, Pegasus is working with local law enforcement agencies in sev- 
eral locations that have adopted the biometric fingerprint access authentication 
technologies and processes. These include agencies in Hinds, Madison and Rankin 
Counties, Mississippi; Jefferson County, Alabama and surrounding counties along 
Interstate 20; Marshall County, Iowa and surrounding counties; Linn County, Iowa 
and its police departments; Calhoun County, Michigan and surrounding counties; 
the Vermont Sheriffs’ Association; and, the County Sheriffs of Colorado. Pegasus 
provides cost-effective services to these regional information exchange efforts. A 
point of discussion is that most local information sharing systems are being built 
without strong access authentication technologies. As a result, Pegasus security poli- 
cies do not allow their linkage. 

Pegasus is not a data aggregator that owns local agency data, but a data utility 
that transports local agency data. Unlike some other initiatives, Pegasus does not 
push privacy boundaries or mix law enforcement and private sector data in powerful 
data mining technologies. Pegasus focuses on enabling traditional exchange of law 
enforcement data. The Pegasus program emphasis is on information exchange of 
traditionally collected law enforcement data and automating those processes. 

WHAT THE PEGASUS PROGRAM DOES 

Pegasus’ mission is to serve as a nationwide vehicle for local law enforcement and 
public safety data in existing legacy systems to be securely accessed (but not ex- 
tracted) by authorized law enforcement, public safety and Homeland Security users 
at all levels of government, within policy and security framework approved at the 
local agency level. 

Pegasus builds local agency consensus and speaks for local-level agencies nation- 
wide on data integration and data interoperability issues. It provides a nationwide 
L2L biometric fingerprint-secured law enforcement data communications service for 
agencies located in both rural and urban areas, ranging from Dawes County, Ne- 
braska, with a population of 9,060, to Los Angeles County, California, with a popu- 
lation of over 9,800,000. 

Pegasus provides legacy database integration for local law enforcement agencies 
nationwide. This system can facilitate law enforcement agencies at local as well as 
State and Federal levels to access but not extract legacy data that local agencies 
wish to share. The program also provides a nationwide directory of critical contact 
information useful to local agencies; secure messaging and alerting capabilities that 
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represent a secure alternative to inherently insecure email; services that automate 
exchange of information by local law enforcement, such as consular notifications of 
foreign nationals who have been arrested or detained; shared mapping for local 
agency location and local critical infrastructure location; and, training on data inter- 
operability issues. 

The Pegasus program governance is through the Pegasus Advisory Board. Our 
policy board consists of sitting or recently-retired local law enforcement officials. The 
Pegasus Advisory Board addresses nationwide local-level agency policy on data 
interoperability issues as they are developed. 

BACKGROUND ON LOCAL AGENCIES AND LOCAL LAW ENFORCEMENT 

As you know, under our Federal system of Government, the overwhelming major- 
ity of law enforcement activity is carried out by local law enforcement — some 14,000 
local law enforcement agencies composed of approximately 3,100 Sheriffs Offices, 
led by Sheriffs who are typically the highest constitutionally-elected officials in most 
counties, and about 11,000 municipal police departments. 

There are some 160 large U.S. cities and counties, served by a few hundred large 
local law enforcement agencies — Sheriffs Offices and Police Departments — that pro- 
vide law enforcement and public safety services to the majority of the Nation’s popu- 
lation living and working in a small fraction of the Nation’s landmass. 

These urban areas and their law enforcement agencies serving them face many 
challenges. When compared to non-urban law enforcement these large urban areas 
have significant resource advantages; e.g., access to personnel with cutting edge 
technology expertise, large tax bases with significant tax revenues, and the spe- 
cially-focused Federal programs such as the Homeland Security Urban Area Secu- 
rity Initiative (UASI), which focuses on the needs of the largest urban areas. 

At the same time, a very significant portion of the Nation’s population and the 
critical infrastructure serving the entire nation, including bridges and dams, inter- 
state transportation network, railroads, shipping, chemical plants, pipelines, nuclear 
and conventional power plants and electric transmission facilities, are located in 
predominantly rural counties. These rural areas are served by more than 13,000 
local law enforcement agencies — the vast majority of law enforcement agencies. 
These small police departments and Sheriffs Offices typically have 5 or less employ- 
ees, and are located in small non-urban communities with a static at best or declin- 
ing tax bases: 89.7% of local law enforcement agencies serve populations of less than 
26,000. These municipal police departments and Sheriffs offices serving rural and 
small town America are a special focus area for the Pegasus Program. 

The Pegasus Program was conceived of by the Nation’s Sheriffs in the Spring of 
2000, to address their need to make their data available to their local law enforce- 
ment partners, in “local-to-local communication”. As you know, 90% of the deputy 
sheriffs work for an office with a jail and as such, these offices are the primary 
source of information about persons arrested and detained for illegal actions, includ- 
ing criminal aliens. Sheriffs and municipal police departments work together daily 
on criminal investigations and other routine law enforcement matters which require 
secure L2L data communications capabilities. This kind of L2L communications is 
behind the explosive deployment of regional information sharing projects around the 
Nation, many of them “regional stovepipes” which do not have L2L communications 
capabilities outside their small region. 

Rural and small local agencies do not operate in isolation nor are they immune 
from the crime in the rest of the Nation. Historically, every major US terrorist inci- 
dent has involved major direct contact with rural law enforcement — ranging from 
the 9/11 hijackers to the Unabomber, to the Midwest Pipe Bomber to Timothy 
McVeigh to Eric Robert Rudolph, the 1996 Atlanta Olympic Games Bomber. Cur- 
rently, two of our Nation’s more significant law enforcement challenges — meth- 
amphetamine and gang activity — heavily involve urban/rural interaction. Most 
methamphetamine production in the Nation takes place in rural America, where it 
can be produced without detection before being transported to both urban and rural 
areas. Similarly, gang activity, a traditionally-urban phenomenon, is spreading from 
urban areas to rural areas throughout the Nation. Because criminal gangs from 
Central America, in particular, are “franchising” rural areas, the Nation’s local law 
enforcement leadership in large urban areas, such as Los Angeles Sheriffs Depart- 
ment, are seeking ways to work more effectively with rural law enforcement to con- 
trol the gang problem, and are looking to Pegasus and other vehicles to help solve 
our gang problem. 

There is a great deal of misunderstanding about where local law enforcement data 
may be found. It is well understood that most law enforcement activity takes place 
at the local agency level, and that most law enforcement data is generated and may 
be found at the local agency where it is generated. The twelve million plus reported 
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crimes by the Uniform Crime Report data are crimes in local jurisdictions. Many 
Federal policymakers and agencies also perceive that the National Crime Informa- 
tion Center (NCIC) or the State agencies generally known as the “State Crime Infor- 
mation Centers” have access to all of this local law enforcement data: in fact, noth- 
ing could be further from the truth. All narrative criminal offense/incident reports 
and most misdemeanor warrants are created and reside exclusively at the municipal 
and county level — not at the State level. These records contain specific and action- 
able information of great value to law enforcement at all levels of government, but, 
in my opinion, the vast majority of them will never be accessible by local. State or 
Federal law enforcement except through L2L data exchange of the kind that Peg- 
asus is providing. 

Enormous quantities of specific and actionable law enforcement data — highly use- 
ful to persons with law enforcement and homeland defense responsibilities at local. 
State and Federal levels of government. These records remain within local agencies 
and local agency computer systems, and are never accessed by other agencies. It is 
estimated 80-90% of local agency warrants are not reflected in the NCIC or State 
Crime Information Centers. These records not in NCIC are primarily misdemeanor 
and some felony warrants (most frequently due to costs to extradite). This data rep- 
resents a tremendous potential resource for the Nation’s homeland security and 
other Federal law enforcement agencies. 

There is also a major policy issue regarding Federal access to local law enforce- 
ment data, as opposed to unfettered Federal extraction of local agency data to reside 
in Federal databases for manipulation by Federal agencies. Federal access to local 
agency data is generally supported by local law enforcement, but local law enforce- 
ment data is solidly opposed to Federal extraction of their data, which raises numer- 
ous privacy and legal issues. In this connection, 42 USC §3789d, “Prohibition of 
Federal control over State and local criminal justice agencies”, provides in relevant 
part as follows: “(a) Nothing in this chapter or any other Act shall be construed to 
authorize any department, agency, officer, or employee of the United States to exer- 
cise any direction, supervision, or control over any police force or any other criminal 
justice agency of any State or any political subdivision thereof.” 

The overwhelming view of local agency officials nationwide is that Federal extrac- 
tion of local law enforcement data is a significant start down the slippery slope to 
prohibited Federal control over local police. The overwhelming majority of local law 
enforcement leaders are prepared to allow Federal agencies to access their data on 
local agency terms, but are not about to start down the slippery slope toward Fed- 
eral control over local policing, which is inherent in Federal extraction of local agen- 
cy data. 

I will now address the ambiguous usages of the term “information sharing”, which 
means different things to different users. Most Federal information sharing initia- 
tives are driven by Federal needs and perspectives. For most Federal information 
sharing initiatives, “information sharing” means providing Federal information from 
one Federal agency to another Federal agency or pushing Federal data down to a 
local or State agency. Sometimes it also means providing the capability for local 
agency to push information up to a State or Federal user. 

As important and valid as this Federal view of “information sharing” is, local law 
enforcement agencies are mostly concerned about a very different type of L2L “infor- 
mation sharing”: sharing law enforcement and public safety information with other 
agencies — mostly municipal police departments and Sheriffs Offices — with which 
they work on routine criminal investigative matters, some percentage of which carry 
Federal law enforcement and Homeland Security implications. This is the area of 
“information sharing” with which local law enforcement and Pegasus are most con- 
cerned. Except for Pegasus, we are not aware of any Federal or, for that matter, 
any non-Federal initiative which has a strategy and plan for nationwide L2L “infor- 
mation sharing.” 

HOW COULD PEGASUS ASSIST THE DEPARTME N T OF HOMELAND SE- 
CURITY IN ACHIEVING ITS MISSIONS? 

We believe there are several opportunities. 

(1) One is The Homeland Security Information Network (HSIN), which serves as 
a nationwide vehicle for Federal Sensitive But Unclassified (SBU) data to be se- 
curely accessed by emergency responders and critical infrastructure sector users. 
This process occurs within policy and security framework approved by the Federal 
Government. We believe Pegasus can help with this mission. 

(2) The ICE Detention and Removal Office (DRO) and other DHS units have infor- 
mation which would be useful for a broad range of law enforcement personnel to 
have access to, including persons that DHS or local officials may not want to have 
access to HSIN — e.g., DRO data on alien criminals. 
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Pegasus and HSIN staffers have discussed working together so that HSIN recog- 
nizes Pegasus-authenticated users. That means that Pegasus authenticated users 
will have credentials and permissions recognized by HSIN. Under this arrangement, 
Pegasus will bring to HSIN several thousand users in more than 30 states, many 
of them from rural counties and small agencies are added on to the HSIN first-pri- 
ority areas. We anticipate that, should HSIN implement strong access authentica- 
tion with biometrics for law enforcement personnel, Pegasus will recognize the 
HSIN credentials and permissions of HSIN users, as part of the HSIN Law Enforce- 
ment Community. 

OTHER INFORMATION SHARING 

(3) Pegasus is actively facilitating the sharing of relevant and timely information 
between local law enforcement agencies in its L2L program. Pegasus has also 
briefed DHS investigative personnel who have indicated a strong interest in having 
access to a pilot project which would provide sophisticated and link analysis to data 
maintained in local databases along our southern borders. Pegasus has briefed a 
number of Department of Justice federal law enforcement agencies including the 
FBI and DEA and proposed providing access to local data especially jail records. We 
see relevance to this data with a pilot project and partnership of federal agencies 
with Pegasus in providing link analysis of these records. We have proposed partner- 
ships with a pilot project utilizing federal prison records with several federal agen- 
cies including the FBI, DEA, ICE and DRO. 

(4) Law enforcement officials at the local level are also concerned about criminal 
enterprises, including terrorist activity being run from not only the federal prison 
population but the 3000 -h local jails. To investigate such criminal enterprises, au- 
thorized investigators (both federal and local) face a daunting and time-consuming 
process of assembling jail booking records and detail call records. The Pegasus Pro- 
gram with its Pegasus Technology Consortium, believe this existing tool (link anal- 
ysis) needs to be demonstrated through the pilot projects we have proposed to the 
above cited agencies. 

Mr. Chairman, thank you and all the committee members for allowing me to pro- 
vide my views on L2L information sharing. We look forward to facilitating a grow- 
ing dialogue between the Congress and local agencies, as Congress works to address 
national law enforcement and Homeland Security needs and the role and needs of 
local agencies for L2L data communications in that larger context. 

I will address any questions you may have. 
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Mr. Simmons. Thank you very much for that summary. 

Now, we will move to questions. 

I have a couple of questions for the panel. Let me start by mak- 
ing a comment, though, and thank Mr. Edwards for his testimony. 
Sometimes people ask me why is tribal involved in these issues. Of 
course, we have very substantial Indian tribes that occupy terri- 
tories on our borders, and that is a pretty obvious example of 
where we need to work closely with the tribes. 

I will also say in my district in Eastern Connecticut, we have the 
Mashantucket Pequot and the Mohegan Tribes who operate the 
two largest casinos in the world, the two largest casinos in the 
world. We know from reading the translation of the Manchester, 
England, al-Qa’ida manual that places of amusement are potential 
targets. So it is very important when you have anywhere from 
60,000 to 100,000 people aggregating in one place over 1 weekend, 
it is very important that the people who operate facilities like that 
be included in the system. I thank you for your participation. 

I would like to focus a little bit on Mr. Cohen’s testimony. He 
made reference to the fact that information sharing is complicated 
by virtue of the need of people having clearances and the need to 
move classified information very, very carefully. That sometimes 
inhibits information sharing. I have been an advocate for many 
years of open source intelligence, that is intelligence that is pro- 
duced from the acquisition and analysis of information that is 
openly available. Of course, the Pegasus system, I think, describes 
a mechanism for transferring those openly available data systems 
from one organization to another. 

One of the advantages of open source acquisition is that you are 
not placed in the position of being a spy. You are simply accessing 
databases that somebody else has accumulated. The information 
that you acquire and the analysis that takes place, takes place in 
an open environment where you can share with others. If people 
question your analysis, you can show the factual basis for the anal- 
ysis. 

Are we doing enough in the area of open source intelligence and 
does this discipline lend itself to the homeland security mission? I 
would be interested in any comments you might have to make. 

Mr. Cohen. Thank you, Mr. Chairman. 

I think you make a very valid point. As I stated earlier, for me 
to be able to use intelligence that is produced from information 
from a variety of sources, I need to be able to share that informa- 
tion or that intelligence oftentimes with people who do not have 
clearances. Sometimes they are law enforcement officials. Often- 
times they are emergency management fire officials. They are all 
important parts of not only our response planning activities, but 
they are an important part of our ability to protect or mitigate the 
risks to specific targets. 

So we need to have an intelligence sharing environment that al- 
lows us to take that intelligence and share it with as many people 
as possible who are involved in our homeland security-related ac- 
tivities. 

Right now, there is sort of a conflict, however. There is a conflict 
between some in the federal system, and quite frankly there is a 
disconnect by some at the state and local level. At the state and 
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local level, there are still a great number of people who believe, if 
I only had my security clearance, I would see the magic. I would 
see the unicorn. The sun would come through the trees and I would 
have a full understanding of those threats which we face. 

I think there is an education process that is necessary to train 
these state and local folks and tribal folks that the magic panacea 
does not lie with a security clearance; that there is important infor- 
mation, critical information that is not classified, that can be accu- 
mulated through open source-related activities, and that it is much 
more important to put in place an effective process of gathering 
analysis, dissemination and use and re-evaluation than necessarily 
having a security clearance. 

Within the federal side of the house, I think there is still a de- 
bate over whether we should continue the practices of the Cold 
War era and try to classify as much as possible, and then provide 
clearances to people at the state and local level and let those people 
in on the secrets. In contrast, there are those at the federal level, 
and DHS has been a real champion of this in many respects, of 
saying no, we need to take this information. We have to put it into 
an unclassified format. We have to blend it with other information 
that is taken from open source and taken from state and local 
sources, and we need to get that finished product to state and 
locals so it can become part of their planning efforts. 

So I would agree with you. I think the vast majority of state and 
local officials would also agree with you, the more open the better. 

Mr. Simmons. Thank you very much. 

Any other comments from the panel? You do not have to if you 
do not want to. 

Mr. Colwell. Mr. Chairman? 

Mr. Simmons. Yes, Mr. Colwell. 

Mr. Colwell. I would add to the comments and support the com- 
ments made. I would make a couple of observations. I do not be- 
lieve that local law enforcement, meaning the county sheriff and 
the municipal police department, want every piece of information. 
They want those items that are specific and actionable so that they 
can tell their officers what they need to know and what needs to 
be done. They are not talking about classified information. 

I am aware that there is a major initiative by my former organi- 
zation, the FBI, to present information in an unclassified version 
at the outset, if it is significant information and contains specific 
and actionable information, then they are trying to do that. They 
are not there yet, but the point is the attitude and the willingness 
and the will to do it is there. But on the other hand, there is not 
a demand for that information because there is a lot of information 
that all of us do not need to know. The question is whether I can 
do something about it. 

Thank you. 

Mr. Simmons. Thank you for those comments. 

The chair now recognizes the distinguished ranking member of 
the full committee, Mr. Thompson, for questions. 

Mr. Thompson. Thank you very much, Mr. Chairman. 

I appreciate the testimony of all the witnesses. 

Dr. Colwell, I live in a community of 500 people, just west of 
your operation. How would a rural community relate to this intel- 
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ligence gathering network? And how would that information be de- 
livered? And what would be the backbone for a system like that so 
that we would make sure that the right information is getting to 
a community of that size? 

Mr. Colwell. There are a number of communication links where 
that can occur and is occurring in varying degrees of accuracy and 
success. So permit me, if you will, to just speak about the Pegasus 
program. It links databases that are resident in those small com- 
munities and permits them to share information. Built in with that 
is a secure system of notification to communities. The non-law en- 
forcement portion of those communications that does not involve in- 
vestigations of individuals or involve privacy issues could be linked 
to a mayor’s office even in a small community of 500, where there 
is a need to know that. 

I think that overall there is an effort being made to address that. 
A lot of progress has been made, but there is a huge amount of 
work yet to be done. The Pegasus program, with the information 
alerts to the law enforcement agency, whether it is a chief of police 
or a sheriff, can get information to those areas, unlike any other. 
It is economically feasible with a project like the Pegasus because 
of the use of the Internet. Anyone who has a computer can, with 
pre-authentication and validation, can subscribe to that or partici- 
pate in that. 

Mr. Thompson. Thank you very much. 

Mr. Cohen, you have heard a description of a system like that. 
What do we have available to state and local law enforcement peo- 
ple at this present time? 

Mr. Cohen. Congressman, there are a variety of mechanisms 
that are out there. 

I think one that we are looking at in Massachusetts very strongly 
at is the Homeland Security Information Network that is being 
provided to us by the Department of Homeland Security. We are 
going to put it in every local community, even those in the rural 
areas. We are going to accompany its deployment with a training 
program for all of our communities so we can tell people, whether 
they are rural police officers or firefighters or someone inspecting 
the tracks on our transit and rail infrastructure, what they should 
be looking for, how they should report it, how to use the system. 

The system will link into our statewide fusion center. It will pro- 
vide feedback back to those rural communities that provide us the 
information and intelligence. Then it also gives us a way to commu- 
nicate with our Joint Terrorism Task Force and the HSOC. 

Mr. Thompson. But at this moment, we do not have a system. 

Mr. Cohen. Right. At this moment we depend on a variety of 
processes, whether it is telephone calls, faxes, using email systems. 
We have a system we call Saturn in Massachusetts, but it is one- 
directional. We can send information out. We have to have people 
call us back with additional information. 

Mr. Thompson. Dr. Colwell, do you want to make a comment? 

Mr. Colwell. Yes. In meeting with Homeland Security officials 
yesterday, I believe their plans calls for the creation of 2000 sites 
in the next 2 years. My understanding is that it will not go to the 
specific, you know, the 500-member community unless there is a 
compelling reason to put it there due to critical infrastructure pres- 
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ence or some extenuating circumstance. The point is, as Mr. Cohen 
mentioned, they are in the process of doing that and it just takes 
a little time. 

Mr. Thompson. I think it is important, and that we encourage 
the department to move forward because obviously this is a vulner- 
ability from the standpoint of intelligence. 

If I might, I would like to ask Mr. Edwards, to your information, 
are Indian tribes plugged into the intelligence network so that you 
can receive information on any homeland security-related activi- 
ties? 

Mr. Edwards. Eor the most part, no. There are some depart- 
ments that are some of the top in the country that are connected, 
but they are connected through cross-deputization and other user 
agreements. Most of Indian Country, the majority of the 562 feder- 
ally recognized tribes, do not have access to the information, and 
many times they do not have a way to give information that they 
see or hear in their communities. 

Mr. Thompson. Thank you. 

Mr. King. [Presiding.] Thank you, Mr. Thompson. 

Chairman Simmons has left the chair for approximately 10 or 15 
minutes, and I will be sitting in his place for that time. 

I would like to ask Mr. Cohen the question, then, and either of 
the other two gentleman certainly are encouraged to add anything 
they want to it. Really, it is a two-part question. 

One is, if you could just give me the chain of command or exactly 
what happens when you arrive in the office in the morning. Who 
in Washington would be giving you intelligence? You mentioned 
Homeland Security, but also you said other agencies and depart- 
ments also feed you information. Some of it is useful and some of 
it is not. You also, I believe, said that some of it is conflicting. 
Some information you get says it is deemed not to be credible, but 
it is given to you anyway. 

If you could just lay out the process as to who gives you informa- 
tion, where you look for it, who gives it to you outside of Homeland 
Security from the federal government? Does FBI information come 
separate or does that go through Homeland Security? 

Then as an add-on to that, I think it flows, you mentioned a 
number of problems that still exist as far as the flow of informa- 
tion. Can you just give a general thematic answer to that? Are 
those problems decreasing? Is the system getting better? Or do you 
think the problems are locked in place? 

Thank you. 

Mr. Cohen. Thank you. Congressman. May I answer your second 
question first? 

Mr. King. Surely, yes. 

Mr. Cohen. Because I was getting a red light, and I would have 
gone into this in my general testimony. 

Things are getting better. The Department of Homeland Secu- 
rity, the FBI, the Justice Department are working very closely with 
us at the state and local level and the tribal level to begin working 
through some of these issues. 

We had a meeting yesterday, in fact, a combined meeting of the 
Homeland Security Advisory Council Working Group on Intel- 
ligence and Information Sharing, with the Global Justice Informa- 
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tion Sharing Working Group. It was attended by folks from the 
FBI, from the Justice Department, from DHS, and people outside 
of the law enforcement community. 

We are thinking through not just how do we share information 
and intelligence more effectively between law enforcement, but also 
how do we bring in the other disciplines that are critical, both as 
consumers and gatherers of information. 

So there is a lot of progress. DHS has been working very aggres- 
sively with us to fix these problems. They recognize that there are 
some challenges. Secretary Chertoff really seems to get it from the 
perspective the state and locals are a key partner. So we are at the 
table. We are working together. Things are getting better. 

From the standpoint of your first question, that is a great ques- 
tion because my day usually begins with me calling the Depart- 
ment of Homeland Security, at least most days, just to see what 
is going on on a general basis. They are very good about sending 
out a morning operation report, which I look at. There are other 
reports that come to me from a variety of other sources such as 
TSA, FAA, the information sharing advisory committees for the dif- 
ferent industry sectors. 

At the same time, I check with our state police to see if our folks 
assigned to the JTTF, the Joint Terrorism Task Force, have any- 
thing on the horizon. I then make a call to the U.S. Attorney’s of- 
fice in Massachusetts to see if they have anything that they are 
looking at. If I see anything that causes me the least bit of concern, 
I then begin calling around to some of my colleagues in the FBI, 
in the Department of Homeland Security, and other parts of the in- 
telligence community to see if they have any additional informa- 
tion. 

In fact, when we had our situation in January where there was 
some concern about potential folks coming cross the Southwest bor- 
der, coming to Boston with a potential dirty bomb, a good part of 
my morning was calling a variety of folks that I have developed 
strong relationships with here in Washington and in other states 
around the country at the federal, state and local level to see what 
I could find out they knew about the situation. I usually go through 
that process, sometimes in an expedited manner, before I do my 
briefing for the governor or for the secretary of public safety. 

So the answer to your question is, every morning I am pinging 
my sources to see what they are hearing and what is going on. If 
I hear something that causes me concern, I then begin an aggres- 
sive effort to talk to pretty much everyone I can think of to see 
what they know about the situation that is concerning me. 

Mr. King. Who is responsible for the reverse part of the process 
as far as local intelligence going to Washington? Does that go 
through you or the local police chiefs on their own? How is that co- 
ordinated? 

Mr. Cohen. In Massachusetts, we have now established a state- 
wide fusion center. They will do part of the process of what I just 
described earlier as far as checking each morning what is going on 
and put out a report that I would look at, instead of me making 
the phone calls. In our state, and this is being replicated in a num- 
ber of states, local jurisdictions who want to report up can report 
directly to the HSOC through a variety of channels, the Homeland 
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Security Operations Center. At the same time, what we are asking 
them to do is to send it to us and the JTTF directly. 

That is when there is a clear nexus with terrorism. For the most 
part, much of the information we are getting from localities, maybe 
reports of suspicious circumstances where they do not know if it is 
terrorism-related or not, or maybe just general crime information, 
because it is through the analysis of that general crime informa- 
tion, when we blend that with the intelligence we get from DHS, 
we are able to identify patterns and trends that may reflect a 
threat. 

Mr. King. Mr. Edwards or Dr. Colwell, do you have any com- 
ments? 

Mr. Colwell. I do. Thank you, Mr. Chairman. 

I think, number one, I support the answers that Mr. Cohen gave 
and their accuracy. But I think when good questions, important 
questions like that are asked, it is important to put them in con- 
text. 

There are 87 joint terrorism task forces in the United States. 
That is expected to grow to about 167. There are, depending on 
your definition, 53 to 57 major cities in the United States. So, 
much of the initiative and effort and challenge of the federal law 
enforcement community in a state is directed at where the popu- 
lation densities are. 

When a question like that is asked and answered accurately and 
appropriately, it is in that context of what we are talking about, 
not out in these many, many 22,000-some odd municipalities 
around the country and 3,109 counties that serve, for the most 
part, small populations. 

Thank you. 

Mr. King. The gentleman from North Carolina, Mr. Etheridge? 

Mr. Etheridge. Thank you, Mr. Chairman. 

As you know, we have been talking a lot about the role of first 
responders and law enforcement and others, and of course you just 
touched on it a little bit, simply because we are a big country and 
terrorists do not determine where they are going to come in except 
where the soft spots are. It seems to me that is a soft spot that 
we have to find a way at a minimum to help plug. 

Let me go back to one of the questions that was asked earlier, 
because a 2003 GAO report reports that local officials said that 
they did not receive timely and pertinent information. You have al- 
luded to some of that, that we are making progress, from the 
Homeland Security or from the federal government, for that mat- 
ter, in general terms overall. I must say to you, the first responders 
from my district tell me the same thing today that they did in this 
report. 

I would like to know from a generic standpoint, Mr. Cohen and 
each one of you, if you would touch on it, yes, we are making 
progress, but it has been a long time. We have spent a lot of 
money. And to get there, it seems to me, number one, you have to 
have a plan. And number two, you have to work the plan. And 
number three, whether it is terrorism or just out and out pure 
crime, we may be looking for terrorists, but we ought to be looking 
for the criminals first, because it seems to me that is where it 
starts. These are criminals. They are international criminals. If we 
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get our focus in the wrong place and look for the hig stuff, we are 
going to miss all of the opportunities to get the job done. 

So I hope you will touch on that, because it seems to me it does 
not matter whether it happens in isolated Iowa or North Carolina, 
it has the same problem in the long run. 

Mr. Cohen. Congressman, you have made some very important 
points. 

The first point that I would like to talk a little bit about is the 
connection between terrorism and crime. In the state and local 
community, you are starting to hear about the all-hazards, all- 
crime approach to the intelligence process. That is critically impor- 
tant because terrorist do not come into this country and hide in a 
hotel room waiting for the day of their attack, and then suddenly 
come out. 

They are involved in a whole host of activities, planning activi- 
ties and pre-operational activities, many of which are illegal. They 
are involved in cigarette smuggling. They are involved in document 
fraud. They are involved in money laundering. They are involved 
in drug trafficking. They are involved in weapons trafficking. They 
are conducting surveillance activities. They are doing things that 
rise to the attention of local officials, either through crime inves- 
tigations or reports being made to those state and local officials. 

We should not be putting our state and local officials in the posi- 
tion of having to figure out when is something terrorism-related 
and who should they report it to. We should be putting place a sys- 
tem that regardless of who they report it to, it gets to the right 
place so it can be analyzed and put into the national analytical 
mix. 

You are right, there has been no plan for prevention and intel- 
ligence sharing up to this point, but we have been working aggres- 
sively, particularly over the last 6 to 9 months with the Depart- 
ment of Homeland Security, with the White House, with the De- 
partment of Justice, to think through these issues. With the pas- 
sage of the Intel Reform Act, the creation of the Project Managers 
Office to begin the design of the information sharing environment, 
that provides an excellent opportunity to create the environment 
that you just talked about as badly needed. 

Part of the other reason why we have not made more progress, 
I truly believe, is because I do not think consistently across the 
board at the federal level there has really been a true under- 
standing of the value that state and locals bring. I think for the 
most part, state and locals were viewed simply, in the early days 
after September 11, as folks who responded after the attack oc- 
curred, which required a certain type of intelligence and informa- 
tion sharing. I think there is a growing level of sophistication that 
no, wait a minute, state and locals and tribal governments are im- 
portant from a prevention perspective. 

But it goes beyond that. Prevention is more than just conducting 
investigations. Prevention includes identifying at-risk locations, 
mitigating the risks to those locations. It means disrupting the en- 
vironment so they cannot plan and carry out their operations. That 
requires a whole host of activities at the state and local level. 
While a growing number of officials are beginning to understand 
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that at the federal level, not everybody does yet, and that is a prob- 
lem. 

Mr. Etheridge. Before we run out of time, I hope somebody will 
touch on this one too. Has a lack of leadership at the federal level 
up to this point created an informal network that has always been 
out there in law enforcement, that is growing and allowing for in- 
formation to be shared? 

Mr. Edwards. From the tribal perspective, that is certainly true, 
and DHS is leading the way. When you look at the NIMS and the 
NRP, anywhere you see federal, state and local, you see tribal. So 
we have actually been given a seat at the table, so therefore when 
we begin to talk and we begin to exchange information and see 
each other at exercises, we are beginning to establish that personal 
relationship. So yes, it is. 

And when we look at the national preparedness goal and the crit- 
ical task list and the universal task list, then we are beginning to 
come together with a lot of things that we were just doing in the 
regular routine parts of our job that now have true meaning based 
on that strategy. 

Mr. Colwell. Congressman, the things that have changed in my 
view — and I am talking about in the context of primarily non- 
urban, small town, rural America, where Interstate highways go 
through and trains and hazardous materials and waterways and 
water reservoirs, electrical grids and so forth exist — what has 
changed there is an understanding that they are part of a holistic 
approach to homeland security. 

What is needed, and to a certain degree many efforts have been 
made to accomplish this, it is just hard to define what should you 
be on the lookout for at the local level? 

When I say “local,” it is different than what Mr. Cohen says. 
When I say “local,” I mean outside the urban areas where the ma- 
jority of our population lives. 

It is an integral part of any holistic approach to homeland secu- 
rity. They are using computers more. Many of them still do not 
have computers, and they need the database links which are being 
provided. A lot of progress has been made and there is a lot of work 
left to be done. 

Mr. Cohen. Congressman, can I just make one quick point? 

I am not really sure why Mr. Colwell indicated that I am not re- 
ferring when I say “local” rural communities. I think once you do 
the type of intelligence analysis that we are talking about, blending 
state, local, federal intelligence community information, you learn 
how these organizations operate. You then see how through those 
operations local communities are involved. You then can train 
those rural police officers, those rural firefighters what they need 
to be prepared for and what they should be looking for. 

So when I say “local,” I mean urban, I mean rural, I mean subur- 
ban, I mean local. 

Mr. King. The gentleman from Pennsylvania, Mr. Dent? 

Mr. Dent. Thank you, Mr. Chairman. 

My question will be directed to Mr. Cohen. 

The Homeland Security Information Network and the Joint Re- 
gional Information Exchange System, the is an issue that has been 
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created in my state’s Homeland Security Office. I was just curious 
if you were part of that pilot effort in your State of Massachusetts? 

Mr. Cohen. Yes, Congressman. The commonwealth is working 
closely with the Department of Homeland Security to do a state- 
wide rollout of HSI and how we will he rolling it out as we will 
be putting a capacity or providing access to each locality, rural, 
suburban, urban, throughout the commonwealth, and routing that 
information both on a regional basis and on a statewide basis. 

So as information rolls out and as information comes in or is put 
in, it will be routed to other regional entities of relevance as de- 
fined by our planning regions into our state fusion center and then 
to DHS and the FBI. 

Mr. Dent. Has your experience in that program been useful and 
helpful? In my state, there has been some concern. I know some 
of the stakeholders, I believe, has disengaged from that process. 
Can you just give me your perspective? 

Mr. Cohen. HSIN and the JRIES system have gone through 
some growing pains. I think the initial deployment of what was 
called at that point JRIES, there were some issues. I think it grew 
faster than they were prepared for and the technology could sup- 
port. I think there was some frustration that came from that. 

As they migrated JRIES over to the Homeland Security Informa- 
tion Network, to more of a portal-based system or an Internet- 
based system, I think that the capacity of the system has in- 
creased. So far, DHS, we have no complaints with how DHS has 
worked with us in the deployment of the pilot project. They have 
been attentive. They have been responsive to what we have talked 
about, and we are looking forward to deploying it. 

Mr. Dent. Is your state currently exploring their own informa- 
tion sharing network, outside of the JRIES and HSIN system? 

Mr. Cohen. Yes. We are looking at integrating our HSIN in de- 
ployment with the deployment of a statewide information manage- 
ment system that is going to be run out of our fusion center. And 
then we are also looking to leverage our Health Alert Network. 

Mr. Dent. Would that be outside the JRIES system? 

Mr. Cohen. It is a separate system, but they are all going to be 
integrated and fused together. 

Mr. Dent. Okay. Thank you. 

Does anybody else want to comment on that? Okay. 

Thank you. No further questions. 

Mr. King. Thank you, Mr. Dent. 

The gentleman from Rhode Island, Mr. Langevin? 

Mr. Langevin. Thank you, Mr. Chairman. 

Gentlemen, I want to thank you for your testimony today. 

Similar to the question that Mr. Dent was just asking, I guess 
I wanted to start and just go to Mr. Colwell for a second. I know 
there are several information sharing systems out there. There is 
RISS, which I am very familiar with. I know there is HSIN. 

Mr. Colwell, can you compare and contrast a little bit the Peg- 
asus system with some of these others? To what degree are we re- 
inventing the wheel and to what degree do you think it is possible 
that we can have just one information sharing system that every- 
body can get behind? It seems like there is a lot of duplication of 
effort out there. 
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Mr. Colwell. Congressman, I believe that you referred to RISS. 
That is a criminal intelligence network system. 

Mr. Langevin. I bring that up because — 

Mr. Colwell. And the Pegasus program is — 

Mr. Langevin. — it is something we can build onto, which is 
what HSIN is. 

Mr. Colwell. The links, the communication links could be, and 
in many instances are coordinated, consolidated. The FBI has a 
LEO system and it is highly specialized and compartmented. All of 
them have great attributes, including the Pegasus program. The 
Pegasus program just links existing data and makes no attempt to 
interpret it or analyze it, so we are not in the intelligence business. 

With the chairman’s permission, I could submit for the record a 
written comparison of the systems. It would be quite instructive. 

Mr. King. Without objection, so ordered. 

Mr. Colwell. I might add that those descriptions on that com- 
parison that I will submit is about 2 years old and the narratives 
in that description were submitted by each of the entities that are 
mentioned. They describe themselves. Pegasus did not describe 
them. I will submit it for the record. 

Mr. Langevin. Would either of you gentlemen like to comment? 

Mr. Cohen. You know. Congressman, this is actually an issue 
that the working group that the governor chairs looked at. 

There are a variety of systems. You have RISS, RISS-Net, LEO, 
Law Enforcement Online. You have the CDC’s Health Alert Net- 
work. All of them are used to communicate certain subcomponents 
or information that could have a homeland security relationship. 

I think we looked at the issue sort of two ways. One, the working 
group came out and said we want a single conduit coming from the 
federal government for threat-related information and intelligence. 
So if you are going to send to us terrorism-related or homeland se- 
curity-related threat intelligence, pick a conduit, whether it is 
HSIN, LEO, RISS. Pick one. 

On the other hand, we recognized that all of those systems that 
you have described or that we have been talking about play an im- 
portant role in activities outside of those which are clearly identi- 
fied as being terrorism related. So they are important. They need 
to be maintained because they support other activities that we 
need to be involved in each and every day. 

So therefore, pick one to communicate threat intelligence; keep 
the other ones in place because they are valuable tools, don’t make 
those the mechanism in which you are sharing defined threat-re- 
lated intelligence. 

Mr. Edwards. I think from the tribal and very rural law enforce- 
ment entities, and most law enforcement departments across the 
country, you know, 92 percent are less than 50 people in the de- 
partment, and I think maybe 80-some percent of that 92 percent 
have less than 25. Many times, the problem is we do not have the 
equipment, the technology, the training, the personnel to be able 
to even access these information systems that are out there. So 
that is our first step, is just to get connectivity. 

Mr. Langevin. And on the issue of information sharing, I know 
you touched on this in some of your testimony already, but more 
specifically if you can expand upon it. In an August 2003 report. 
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the GAO reported that local officials routinely complained that the 
homeland security information they received was not timely. 

For example, police chiefs reported that they often received crit- 
ical homeland security information at the same time that the pub- 
lic received it. The chiefs blame the federal government’s historical 
reluctance to share this type of information with local officials. 

Can you discuss more fully what changes you have seen or wit- 
nessed in this culture, if you will, and what can be done to undo 
this historical reluctance to reach out to local officials? This reluc- 
tance clearly would place our first responders and our citizens at 
risk. 

Mr. Cohen, you can start. 

Mr. Cohen. I think there are a couple of issues there. Congress- 
man. I think one issue, as an outside observer, but someone looking 
in, I think there is a pretty unwieldy process that takes place at 
the federal level as far as clearing and vetting intelligence that 
comes down to the state and local level. I think at times that proc- 
ess in itself may be part of the issue. 

But I think there is a bigger issue, and the bigger issue is de- 
pending on where that intelligence resides, depending on what de- 
partment, there may be separate systems or disclosure protocols 
that are in place. Here is an example. If the information or intel- 
ligence that is threat-related comes as a result of an ongoing JTTF 
investigation, and the communication of it to Boston, say, comes 
from a JTTF office in California to the JTTF office in Boston, the 
culture has changed dramatically as far as the FBI sharing that in- 
formation with state and locals, but they share it with state and 
locals that are involved in the JTTF and involved in that criminal 
investigation or that terrorism investigation. 

There is nothing wrong with that. That is really important. But 
at the same time they are sharing it with the other law enforce- 
ment entities, there is oftentimes a cultural reluctance to share it 
with those who are outside of the investigation. Now, I have been 
a law enforcement person for 21 years in different functions. Even 
though my current job is not strictly a law enforcement job, but I 
may need portions of that information or intelligence that is main- 
tained by the JTTF to do some very important threat mitigation 
and planning activities. 

So part of the issue is is that we have to develop a process that 
without compromising intelligence operations or law enforcement 
operations, information is shared outside of the investigative circle 
so that planning and protection activities can take place by those 
who are involved with it. 

Mr. Langevin. Does the other gentleman want to comment? 

Mr. Colwell. One of the things that is occurring now that did 
not exist previously, and I would add that there is a lot of progress 
that is not seen and noted that has been made since the GAO re- 
port in 2003. But one of the things that is occurring, there are 
some databases that are now accessible that were not accessible be- 
fore to make inquiries of information at the non-urban area. 

Mr. Langevin. Thank you very much for your testimony. It is ob- 
viously clear we are making progress, but I still get the sense that 
we are in this mode of need to know versus need to share. We need 
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to be ever- vigilant in changing that culture. So thank you very 
much. 

Mr. King. Go ahead. 

Mr. Colwell. One footnote, Mr. Chairman. A lot of the tech- 
nology that existed in the past was there, is being utilized to a 
more appropriate level. For example, the Pegasus program uses a 
priority software that overrides any other communication if it is 
from one law enforcement agency to another, which is an advance 
that was not commonly used in the past. 

Mr. Langevin. Thank you. 

Mr. King. The gentleman from the state of Washington, Sheriff 
Reichert? 

Mr. Reichert. Thank you, Mr. Chairman. 

You said “Sheriff Reichert.” I was the sheriff in Seattle, King 
County, Washington, for the last 8 years. I started out in a police 
car 33 years ago at 21 years old. So thank you for that honor, Mr. 
Chairman. 

I have a question. It always boils down to me, at least for the 
last few years after September 11, and I have had a lot of experi- 
ence in dealing with federal agencies, as you might imagine, over 
my 33 years. In this post-9/11 world that we live in, the gathering 
of information, the analysis of information, and the sharing of in- 
formation really are the three key pieces to this puzzle. 

There are a lot of initiatives out there. The integration initiative 
that was just recently announced by the Department of Homeland 
Security, which $10 million and four cities have been identified 
across the nation. Seattle, King County is one of those chosen to 
participate. 

Promises about local help are — I should say federal dollars in 
helping the locals construct a system where we can actually have 
first-hand, real-time information on the street for the people in the 
police cars, it is not happening. Difficulties with the U.S. Attorney’s 
office in being a partner. Actually, the U.S. Attorney’s office in Se- 
attle has really stepped forward. The FBI at first would not partici- 
pate because they did not want to share certain information. 

So I guess my concern is that there are two — to help us get to 
the gathering, analysis and the sharing, local cops need help in 
funding personnel. We are supplying people to the federal task 
forces, to the joint analytical centers, and to the Joint Terrorism 
Task Force out of our own budget. 

I think the Department of Homeland Security, I would hope, 
would take a close look at funding, and I know it has been their 
policy not to, funding bodies to help us in that area. 

Can you comment on that, Mr. Cohen, first, and then others? 

Mr. Cohen. Congressman, when you mentioned patrol cars, 
there is not a day that goes by that I do not wish that I am back 
to driving a patrol car. Life was a lot simpler back then. 

I think you raise a very intriguing issue because on the one hand 
I think there are a lot of folks who will acknowledge that the 
frontlines on our homeland security efforts and our global terrorism 
efforts are the police officers that work at the local level, whether 
it is in a rural community or an urban community. 

At the same time that we are asking them to take on more, raise 
their level of sophistication, increase their awareness about ter- 
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rorism, they are still required to handle their day-to-day jobs, han- 
dling bank robberies, drug traffickers, arresting prostitutes, han- 
dling burglary reports. 

At the same time, most local communities are dealing with pret- 
ty severe budget issues. So we are losing police officers and fire- 
fighters, at the same time relying on them more to protect our com- 
munities from future terrorist attacks. 

So yes, I think you raise a very valid issue and it is something 
we need to figure out because on the one hand, by asking them to 
do more, but on the other hand, as we saw with London, it is going 
to be those activities that probably provide our greatest chance at 
stopping the next attack. The next attack may not come from some- 
one coming from abroad. It may come from someone who was born 
and raised in this country, who lived in the local community, and 
conducted all their planning activities in that local community or 
in that region prior to the attack. 

At the same time, I do not know how you balance the fact that 
confronting terrorism is now part of what we do on a day-to-day 
basis from a state and local perspective. It means that we need to 
change the way we do business to take that into account. 

So I think you raise a very valid point. There is definitely a re- 
source issue from the standpoint of how can we be losing police offi- 
cers and firefighters at a time when we need them more than ever, 
and at the same time there is how do we integrate this into their 
day-to-day business. 

Mr. Edwards. I totally agree with what John is saying. I think 
one thing that we are really missing is the law enforcement officers 
that are on the street, particularly in the rural areas, being able 
to gather that information and know what information to gather, 
and feel comfortable in the environment that they are gathering it 
in, and feel like once they have put it forward, that they are get- 
ting some information back. 

I think that is why you see the popularity of the state fusion cen- 
ters, and the coming together there. I do think that we are making 
progress. We need not just personnel, but technical assistance, 
high-speed hookups. A lot of the local police departments say, well, 
it takes me maybe 10 minutes to download one information report 
or bulletin because I have a slow-speed dialup. These are things 
that we have to address at the local level and I think we could do 
that with a reasonable amount of funding to get people connected 
first, and then teach them what we need together, second. 

Mr. Reichert. Thank you, Mr. Chairman. 

Mr. King. Thank you. Congressman Reichert. 

The gentlelady from Texas, Ms. Jackson-Lee? 

Ms. Jackson-Lee. Thank you, Mr. Chairman, for your kindness 
and indulgence. 

I thank the ranking member and the committee, and I thank the 
panelists for their service. Many of us come from local government 
and understand the importance of your work. 

Let me just, if I might, read a paragraph into the record, “From 
Hometown Security to Homeland Security.” This was prepared by 
some good friends of mine, the International Association of Chiefs 
of Police. I think it is important because, Mr. Cohen, I think you 
have made it eloquently, as I have been here, and I know that Mr. 
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Edwards and certainly Dr. Colwell has made it very clear, law en- 
forcement efforts to combat terrorism did not begin on September 
11 , 2001 . 

For decades prior to that fateful day, law enforcement agencies 
throughout Europe, Asia, Central and South America, and the Mid- 
dle East and the United States were engaged in daily battles to ap- 
prehend terrorists and keep their communities safe from harm. 

Of course, this does not have the United States, but I know that 
the work that many in law enforcement were doing certainly was 
in tune with potential danger or threats to the United States with- 
in their local communities. 

I think it is important to put this on the record. This is a docu- 
ment prepared by the chiefs of police and seemingly was provided 
to us by the Democratic staff. 

Mr. King. Without objection, it will be made part of the record. 

Ms. Jackson-Lee. I thank the distinguished chairman. 

That is the line of questioning that I would like to proceed with. 
Let me give you a little background for that. 

Many of us on this committee, and some of us were on the Select 
Committee on Homeland Community, kept talking about the ques- 
tion of sharing of intelligence. I think we can be reminded, aside 
from some of the tendencies and the fear after 9/11 to stereotype, 
to racially profile, to suggest it was a particular religion or ethnic 
group. I kept saying, one, we should keep level heads, even in the 
midst of the enormous tragedy, and look at what happened. We can 
track it down to the issue of intelligence, sharing of intelligence. 

We are reminded of the young FBI agent way out west, who had 
a document on her desk about an individual who was learning to 
fly without learning to land. That information did not translate, 
and Mr. Cohen I think I heard you mention the FBI, or the sheriff 
mentioned the FBI. They have made great strides now, but it did 
not get translated. It was not where it needed to be, the sharing 
of intelligence. I cannot imagine a more important point for this 
hearing today. 

I will just lead into a question with this comment. On Monday, 
I was with, and Dr. Colwell, you mentioned rural communities. 
There are rural communities inside urban areas, and I happen to 
represent that kind of area in Houston where you can have a big 
city, but you go to areas that are not connected, if you will; 24,000 
people in the Fifth Ward. But a very innovative nonprofit has es- 
tablished, with a homeland security grant or an appropriations 
that we secured, to put in a Web site in that community at a major 
place. One of the Web sites would include access to first responders 
information in time of, unfortunately, a crisis. 

Interestingly enough, when it was reported, we know the 
bloggers are out there. BlogHouston.com reported and said, I do not 
understand what they are talking about. Everybody is always talk- 
ing about safety. Here is another project that has the word “safety” 
in it. What does it mean? 

So here is, you know, the smart bloggers could not understand 
that hooking up or putting technology or information sharing in a 
community to be able to understand what is going on a few miles 
down the road in downtown Houston, maybe there is some threat; 
maybe a chemical plant has exploded, did not understand it, could 
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not make sense out of it, which shows that we are not educating 
and securing the hometown. 

So I would like to ask Mr. Cohen on this progress that we may 
or may not have made in respect to this area, and I will ask Mr. 
Edwards as well. You come from an area where you know well the 
goodness of the Minutemen, but obviously they have taken on an- 
other name. I think primarily because of the frustration on some 
issues, but also they have gone to suggest that they will be at both 
the northern and southern border. 

What kind of informational access is important for you to have 
in order to make the point that you have it under control, and that 
the volunteers that we had in the revolution may not be needed at 
this time because you have the local support and state support that 
you need. 

Mr. King. If I could just ask the witnesses to try to expedite 
their answers because we do have two more questioners and we 
have another panel following it, and we have to be out of the room 
by 1 o’clock. 

Mr. Cohen. Okay. Thank you, Mr. Chairman. 

Congresswoman, what I need to know to do my job is I need to 
know as best as possible what individuals and organizations want 
to carry out attacks in the United States and of those organiza- 
tions, which ones have the capacity to do it. I need to know how 
they operate, how they plan, how they structure their communica- 
tions and transportation networks. I need to know what type of tar- 
gets they want to attack, and I need to know how they want to do 
it. I need to know whether to invest my money in protecting 
against a thermonuclear bomb going off or someone trying to blow 
up an LNG tanker. 

I think to your point, and you make an excellent point, is that 
if we do not have this type of intelligence, we have to rely on con- 
jecture. If we rely on conjecture, then that is how racial prejudices 
creep into what we are doing. I think the vast majority of people 
involved in counterterrorism activities truly want to stop the ter- 
rorists from attacking our country. But if we do not give them the 
information to do it effectively, then that is when you are going to 
see people’s civil liberties, privacy, and you are going to see racial 
discrimination enter into what we are doing. 

Ms. Jackson-Lee. Mr. Edwards, and, Mr. Colwell, if you would 
as well. 

Mr. Edwards. Native American people have been practicing 
homeland security since 1492. 

[Laughter.] 

And you all will be relieved that we are still on the job today. 

Ms. Jackson-Lee. You are. 

Mr. Edwards. We are still watching. Just like in World War II, 
we had a tribe from the Seattle area go out into the ocean in their 
canoes to spot German submarines off the coast. Now, what would 
we have done with the information that we got? We did not have 
any connectivity, but we would have fought to the death defending 
the country. 

We are almost in the same shape today on our borders. We are 
there. We are watching. We are vigilant. We are American citizens. 
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We want to protect our country. We want to protect our freedom, 
but we need the tools to finish the job. 

Ms. Jackson-Lee. Mr. Colwell, and I know that yours is on infor- 
mation sharing, you might emphasize that, but the importance of 
what you are focusing on in terms of that local-to-local information 
sharing. 

Mr. Colwell. Thank you. 

I think I agree with my colleague here. I want to state that there 
is a massive effort going on at the federal level in the midst of huge 
reorganization initiatives, homeland security; change of mission for 
the FBI; and also attempts to clarify what the threat is. I think 
more than anything else, the small towns and the rural, as well as 
the major cities, need clarity of the threats so they can take the 
risks that exist in that community and they will have a better idea 
of what they need to do to prepare themselves. 

My view is that the preparedness for this also has to occur at the 
local level in addition to the initiatives that are being carried on 
by the federal government. But there is a lot of progress that has 
been made in sharing information, but there is a lot of work left 
to be done. It is a long, unidentified and unmet need, but it is now 
an imperative that this occur. 

My view is that the more informed our local law enforcement, 
and when I say “local,” outside the major metropolitan areas. The 
more informed they are, the more they will be responsible, and 
they will contribute in meaningful ways to our national security. 

One last thing, crime has always been local. Even with terrorist 
events, it is still local crime in that, although there are federal laws 
and state laws. The local crime that occurs still goes on, still the 
same volume. The jails are still full, unfortunately, and the added 
burden of homeland security calls for extra resources and demands, 
but the local crime continues. It is just a question of clarity and 
helping give information so that people can act on their own and 
their own initiative in the context of homeland security. 

Thank you. 

Ms. Jackson-Lee. Mr. Chairman, may I just put this is in for 
the record to indicate that in dealing with the Minutemen coming 
to Houston, I convened local law enforcement called constables, and 
nobody has ever heard of them, but they had not received any ter- 
rorism training, which I gleaned from just having that meeting. So 
your points are very well taken. 

I would conclude by saying I hope that we will have the oppor- 
tunity of hearing from you distinguished gentlemen, but Sheriff 
Tommy Farrell, which I had hoped that we would have been able 
to hear from from Mississippi, who has that rural base of under- 
standing of the lack of resources that he has no been able to receive 
during his tenure. I hope we will have that opportunity. 

I thank you for your answers and your service. 

Mr. Simmons. [Presiding.] The chair now recognizes the gen- 
tleman from California, Mr. Lungren. 

Mr. Lungren. Thank you very much, Mr. Chairman. 

Mr. Edwards, I would like to know more about the program that 
you have with various tribes and the Tribal Border Security Pilot 
Program. Is it stood up completely now? What are the objectives 
there? What do you do with respect to, if anything, those that are 
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on the border? What do you do with respect to immigration? How 
do you share intelligence with immigration? Has it changed since 
we now have the terrorist threat aspect involved in all of this? 

Mr. Edwards. There are currently 40 tribes that are on or near 
the United States borders. They are usually not included in a lot 
of the homeland security planning, at least prior to the Department 
of Homeland Security including tribes in the NIMS and the NRP. 

I think at that point, DHS realized that in order to have a good 
border strategy and protect our country from our borders which 
should be our first line of hard defense for our country, that we had 
to find out exactly what existed in capabilities with regard to tribes 
and what were their needs to achieve parity the tribal commu- 
nities’ emergency services and law enforcement and that of the 
nontribal areas. 

We, to do this particular thing, developed a capabilities baseline 
based upon the national preparedness goals critical task list and 
universal task list to develop some kind of level that we could look 
and gauge and see and monitor where the needs may be and what 
capabilities we had to work with our neighbors. 

We are almost completed with that. We have 38 of the 40 tribes 
participating, and the information that we got will be put into 
searchable databases that will be able to give us trends in different 
areas, and would also be a tool that we can use to show where im- 
provements exist and accountability. And then if we have a prob- 
lem, we can also pull from that 100-mile radius to the area of the 
critical incident, because every critical incident is local and you 
need to first pull in those resources. But the report is due to be 
completed by December of this year and we are well on our way. 

Mr. Lungren. What is the geographic reach of those 40 tribes? 
That is, how much territory are we talking about? I am talking 
about border territory. 

Mr. Edwards. There are over 225 land miles of border that are 
on tribal reservations, and there are also numerous waterways be- 
tween the United States and Canada. 

Mr. Lungren. Okay. This is a question for the entire panel. My 
perspective is based on the fact that I was here in Congress for 10 
years, 1979 to 1989, left and went back to California. I was Attor- 
ney General there for 8 years. 

While I was here in the Congress, I served on the oversight com- 
mittees for the FBI and had very good relations with them. I 
thought everything worked well. Then when I was elected Attorney 
General, I found out that I was local or state and they were feds. 
And frankly, I ran into that problem. 

I hear all this stuff about how we have improved the intelligence 
gathering, but it seems to me in many cases I discovered as the At- 
torney General, that the intelligence gathering was one way. We 
gathered it. They took it. We did not get much in return. 

Mr. Cohen, you said things have improved. How much have they 
improved? Has the culture changed? 

Mr. Cohen. You know, I used to think when I was a police officer 
that it was a bureaucratic or a turf issue, why information was not 
shared. I have now come by the FBI with state and local authori- 
ties. And the FBI is a great organization. They do a very important 
job. 
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Mr. Lungren. That is on the record. I do not want anybody to 
say we are attacking the FBI. I am trying to get to the problem, 
which is a continuing problem that I hear about from people in my 
state. I would like to know from your experience how much has it 
improved. 

Mr. Cohen. It has improved, but it has only improved from the 
perspective that they share information and intelligence more effec- 
tively with those state and local law enforcement entities that are 
involved in the investigations that they are conducting. That makes 
sense, because from their perspective their mission is to conduct in- 
vestigations into individuals and groups. From the JTTF perspec- 
tive, they are conducting investigations into individuals and groups 
that may be involved in terrorism. 

They do not focus on, from an operational perspective, emergency 
response planning, critical infrastructure protection, or risk mitiga- 
tion, the activities that I have to focus on. So from their perspective 
and in their world, they are doing a better job sharing information. 

Mr. Lungren. How about your world, your perspective? 

Mr. Cohen. In my world, I get more of a response, and we have 
a great relationship with our local FBI, but the intelligence that I 
need most often comes through DHS because DHS has a multi-dis- 
ciplined mission. They have a law enforcement response, risk miti- 
gation, consequence management mission. They tend to provide me 
the intelligence in the format that allows me to carry out my multi- 
disciplinary mission. 

Mr. Lungren. Well, if they are gathering information and they 
get it from the FBI and they are sorting it and then they are get- 
ting it to you, that might be enough. Is it enough for you? 

Mr. Cohen. Eighty percent of the time. There are times that it 
is not enough and I have to go through my own sort of inter- 
personal processes that I put in place. 

Mr. Lungren. You see, that is what I am talking about. I found 
it was very serendipitous. That is, if we had a good personal rela- 
tionship with a particular staff, it worked out. If we did not, it 
didn’t. There was not a cultural imperative that the FBI was going 
to work closely with local and state law enforcement. I understand 
if they are investigating, local and state law enforcement, because 
of a question of public corruption. That is one thing, but I am talk- 
ing about overall attitude. 

I am just trying to figure out from your standpoint, where are 
we? 

Mr. Cohen. I think we are getting better. We are not where we 
need to be. I think the culture is beginning to change. It has not 
changed yet. I think that even if the culture changes within the 
FBI in totality, they still do not operationally see themselves as 
part of the risk mitigation, consequence management process and 
they are going to be reluctant to share with entities outside of the 
investigative cycle. 

Mr. Lungren. Mr. Edwards, with respect to the entities that you 
represent? 

Mr. Edwards. Well, I think that the FBI has made great inroads 
in developing relationships and sharing information with local and 
tribal entities. They have developed at the associate-director level 
an Office of State and Local and Tribal Operations. They reach out 
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regularly to us. I was just at a briefing with them on intelligence 
and information sharing last Friday, and they are really focusing 
on what they can do. They have a ways to go. They know it, but 
they are taking those steps. 

Mr. Lungren. Mr. Colwell, I know you are here for Pegasus and 
for particular systems, but you have tremendous prior experience 
with the FBI. Your comments? 

Mr. Colwell. I think it is a complex issue. I think it is impor- 
tant to note that the FBI has been mandated to change its mission 
and it is doing so, has done so. Any student of organizational 
change and development will tell you it takes at least 27 months 
for an organization that size to effectively start moving into its new 
mission and role. I think they are well on their way in that area. 

They have been and are prohibited still with a lot of laws that 
prohibit disclosure to non-law enforcement personnel. I think they 
rely, in my observation they rely then on disseminating that infor- 
mation to a law enforcement official, and it is up to them to trans- 
late that to those that need to know in the community. Now, 
whether that is the best way to do it, I do not know, but that is 
one of the ways they exercise it. 

Mr. Simmons. The chair thanks the gentleman. 

Unfortunately, we are in a time constraint. We lose the room at 
1 o’clock promptly, with votes perhaps at 12:30. 

I think the line of questioning from the gentleman from Cali- 
fornia was excellent. When you talk about state and local in Cali- 
fornia, California is a state that is the size of a country, and so 
these are huge issues. 

I would like at this point to recognize the distinguished ranking 
member of the Intelligence Subcommittee, and then move quickly 
to the next panel. The chair recognizes the ranking member. 

Ms. Loegren. Thank you, Mr. Chairman. I am just going to ask 
one question, and hopefully then hear from the second panel. 

The question I have really relates not how we can do better by 
sharing information, because I think that has been explored quite 
thoroughly and importantly, but really what protections we are 
putting in place, the other side of the coin. 

Mr. Cohen, recently there was an editorial in the Boston Globe 
about the commonwealth fusion center. I am not saying they are 
correct, but they criticized the center by saying there was not ac- 
countability. 

It reminded me of an issue that is currently being discussed in 
California, and I do not know the truth of it. The allegation is that 
the National Guard engaged in surveillance of a ^oup called the 
Raging Grannies, where I think the average age is 75 years old, 
and a demonstration that was held on Mother’s Day of the mothers 
of soldiers who have died in Iraq. 

We need to look at that and find out whether or not that is true. 
I cannot say it is true, but that is not something we want to have 
happen, for two reasons. One, it violates constitutional rights of 
people to express their viewpoints; and two, it is a waste of time 
and money because the Raging Grannies and the mothers of the 
dead soldiers are not a threat to us. 

What efforts, what steps should we put in place to make sure 
that we prevent that kind of, if that were the case, I do not want 
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you to say that it is because we do not know that, but that sort 
of thing, to protect against that kind of misstep, if you will? 

Mr. Cohen. Thank you. That is a great question. Congress- 
woman. 

First of all, one of the things that we have made a key part of 
our statewide homeland security strategy is that we sort of dispel 
the notion that security only comes at the violation of privacy 
rights and civil liberties. That is a false choice and it is wrong. You 
can be aggressive in fighting crime. You can be aggressive in fight- 
ing terrorism and still respect privacy and key civil liberties that 
are the foundation of this country. 

We are putting in place an advisory committee that is going to 
include the civil liberties community and privacy experts to help us 
think through issues regarding not only our fusion center, but also 
issues regarding homeland security in general. But I think at the 
end of the day, the most important protection we have is allowing 
open and broad oversight. 

My one concern from a personal perspective is as we have gone 
down the road of expanding accessibility to information, as we have 
gone down the road of trying to think through how state and locals 
fit into this mix, we have, one, tried to bring them under the um- 
brella of the intelligence community, which according to our work- 
ing group everyone believed would be a huge mistake; and sec- 
ondly, we sort of push back oversight, whether it be legislative 
oversight, media oversight, or independent oversight bodies within 
the executive branch. 

So I think it is important that we are aggressive. I think it is 
important that we work to protect our communities, again whether 
it is from crime or terrorism, but we also have to put in place ag- 
gressive oversight mechanisms to protect and make sure privacy 
and civil liberties are protected. 

Ms. Lofgren. Do the other two witnesses have comments on 
this? 

Mr. Edwards. Well, my beautiful mother is 75 years old, and she 
is still threatens to go up the side of my head whenever I get out 
of line. 

[Laughter.] 

Ms. Lofgren. But she is not a threat to the nation. 

Mr. Edwards. Yes. Let’s hope not. As a federal officer, I may be 
alone. At least I was. And she is always right, no doubt. 

But, you know, I think that we have to have the federal govern- 
ment in the form of Congress and the courts. Supreme Court on 
down, to define for the local law enforcement and gatherers of the 
information, what information is to be gathered. Once we do that, 
then they will know exactly what their limits are and they will go 
after that. 

Mr. Colwell. There is a lot of precedent for that. All one has 
to do is look at history in the 1960s and 1970s and it can prove 
to be quite instructive on the concerns that you expressed. Title 28, 
Part 23, I think, attempts to address this and what the law en- 
forcement agencies can do and should do, especially when federal 
funds are involved. 

So I think it is always an area that must be of concern, and law 
enforcement needs to be sensitive to. 
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Ms. Lofgren. Thank you very much. 

I yield back. 

Mr. Simmons. Thank you. 

I think a quick review of the green books of the Church Com- 
mittee or the brown books of the Pike Committee will show that 
when the United States goes down that path, nobody benefits and 
nobody wins. The purpose of intelligence collection and analysis is 
to defend Americans and their freedom and their liberties, not to 
in any encroach on those. So I think it is a good question, and I 
think the answers from the witnesses have been excellent. 

I want to thank this panel for appearing before us today. 

I would like now to invite the next panel to come to the table. 

It is my pleasure to welcome General Matthew Broderick, direc- 
tor of the Homeland Security Operations Center. He will be rep- 
resenting the Department of Homeland Security. He served for 
over 30 years as an infantry officer in the U.S. Marine Corps; com- 
manded platoon, company, battalion and brigade level; attended 
the Marine Corps Amphibious Warfare School, the Armed Forces 
Staff College, the Naval War College and has a distinguished mili- 
tary career. 

He is joined by Mr. Josh Filler, director of the Office of State and 
Local Government Coordination for the Department of Homeland 
Security. 

I would express to both gentlemen that you have had an oppor- 
tunity to hear from panel one. You have heard the questions of the 
members of the subcommittee, as well as the distinguished ranking 
member of the full committee. We would encourage you, given the 
fact that we may be called for votes at 12:30 or 12:45, and we lose 
the room at 1 o’clock, we would encourage you to summarize your 
testimony and then give the members maximum opportunity to ask 
questions. 

That being said, we will start with General Broderick. 

Ms. Lofgren. Excuse me. 

Mr. Simmons. Yes 

Ms. Lofgren. I just would like to make a comment. Mr. Filler’s 
testimony was not received until 7:30 this morning, and the rules 
of the committee and the House require that the testimony be sub- 
mitted at least 24 hours in advance or 48 hours, I don’t recall 
which, but certainly before 7:30 of the day. I recall hearing in the 
last Congress where the chairman of the Judiciary Committee actu- 
ally adjourned the hearing because Mr. Ziegler had late testimony. 
I am not suggesting that we do that today, but I do think that it 
is worth noting and we expect better than this. I hate to be critical, 
but I must be. The committee deserves an opportunity to review 
the testimony. 

I thank the chairman. 

Mr. Simmons. I thank the gentlelady for her comments. 

We could pursue that further, but perhaps we will wait for Gen- 
eral Broderick and Mr. Filler to make their comments, and then if 
they wish to respond on that issue, we would be happy to hear 
what they have to say. 

General Broderick, welcome, and we look forward to your testi- 
mony. 
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STATEMENT OF BRIGADIER GENERAL MATTHEW BRODERICK, 

DIRECTOR, HOMELAND SECURITY OPERATIONS CENTER, 

DEPARTMENT OF HOMELAND SECURITY 

Mr. Broderick. Good morning, Chairman Simmons, Ranking 
Member Lofgren and distinguished members of the committee. 

It is my privilege to come before you today to discuss the primary 
ways the Department of Homeland Security shares information 
through its operations center and through its Homeland Security 
Information Network. Because I was asked to expedite this, I will 
summarize it in a few minutes. 

The Homeland Security Operations Center is a 24-7 operation. 
It is probably one of the largest ones in the country. A large oper- 
ations center, even by military standards, would be 35 or 40 people 
on a shift. We have up to 84 people on one shift representing fed- 
eral, state, local and even county-level representation. 

It facilitates security information sharing and operational coordi- 
nation with federal, state, local, tribal, territorial and private sector 
organizations. The private sector is a new entry that we are proud 
to say that we have been able to pull in with us. It comprises over 
35 federal, state and local government agencies. 

It has three primary missions, two of which are core. One is to 
try and detect and report suspicious activity throughout the United 
States. The other core mission is to coordinate incident manage- 
ment during catastrophic events within the United States. The sub- 
mission within that is to provide domestic situational awareness 
throughout the United States and a common operational picture 
that everyone can participate in at any level. 

Currently, as you know, DHS leads in controlling the U.S. bor- 
ders and ports of entry. Because of that, we have new insight into 
who is coming into the borders, who is coming at the borders, and 
who is inside the borders, with ICE, CVP, Coast Guard and TSA 
all combined now under one organization. That provides us with 
great insight into who may be within the borders that is a threat 
to the United States, or who or what is coming at the borders. It 
allows us to collect that data each day from situational reports 
from these components and then share that information with the 
entire intelligence community and as appropriate with other fed- 
eral, state and local organizations and private organizations. 

What people do not realize is that that is a 24-7 job for us, look- 
ing for suspicious activity, collecting it, and then passing it on and 
making sure it is shared appropriately with all agencies and all en- 
tities. 

The second core mission, as stated in the National Response 
Plan, is to share information and coordinate actions during cata- 
strophic events. It is the primary conduit for the White House and 
the Secretary of Homeland Security to provide domestic situational 
awareness when we do have a catastrophic event. 

It also provides a common operational picture in situational 
awareness for the Interagency Incident Management Group that 
meets during a catastrophic event. The IIMG are senior-level ex- 
ecutives from all the government agencies that form in the Home- 
land Security Operations Center and provide courses of action and 
recommendations on how to mitigate a major national disaster. 
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The Homeland Security Operations Center also monitors all the 
major events in the United States. There are five different types. 
The national special security events, or the NSSEs, are the major 
events usually sponsored by the federal government, inaugurations, 
conventions. We provide people to those cities as part of a staff 
with a principal federal official and the connectivity back to the 
Homeland Security Operations Center so that we will have good 
connectivity and good situational awareness throughout an event. 

The other four categories of events go from size from New York 
City at the New Year’s Eve event, which is a category one, down 
to a category two which may be the Super Bowl; category three 
may be the Kentucky Derby; and a category four may be less. What 
we do, though, under three and four is that we go into this local 
or state and offer our assistance. We go to local sheriffs, if they are 
the ones responsible for the security around that event, offer them 
assistance and assessments of critical infrastructure. They may not 
be aware that they have great security around that forum, but that 
there is a chemical factory up-wind a half-mile away. We also agree 
to provide them any pertinent information on intelligence that may 
have an effect on that event. 

The third part of homeland security is the Homeland Security In- 
formation Network. We have broken that down into communities 
of interest. One of the communities of interest is law enforcement, 
and that law enforcement subdivides into two communities of inter- 
est. There are the major law enforcement intelligence agencies, the 
big ones. There are about 124 of them, and we put that in a com- 
munity of interest called law enforcement analysis. 

We also have another portal for law enforcement, and that is just 
law enforcement sharing. All law enforcement agencies go in there 
and they share information within that portal. We have a portal for 
emergency responders. Those are basically hooked to all the emer- 
gency operations centers throughout the country. We have HSIN 
Intelligence. That is now linking intra-DHS, our own internal in- 
telligence agencies. We have HSIN International, which links us 
with Great Britain, Canada and Australia. We have HSIN Secret, 
and that is a new program being rolled out on existing networks 
to all the states, territories and 18 major police departments in the 
United States. It will be online this fall. We have HSIN Critical In- 
frastructure. 

We have 40,000 members from private industry on that network. 
These are vice presidents of security, Texas Gas and Oil; vice presi- 
dent for security, Texas Instruments; Northrop Grumman; Boeing, 
a very large audience. We asked for 16,000 in our pilot and 40,000 
signed up. We are in 17 major states right now. 

Mr. Simmons. If you could summarize. General. 

Mr. Broderick. Yes, sir. 

Homeland Security Information Network is the network the 
country needed to link all agencies together, fire, emergency re- 
sponders, leadership and police. 

Sir, it has been a privilege to pass this information to you. I con- 
clude with my prepared remarks and I will be happy to answer any 
questions you may have. 

[The statement of Brigadier General Broderick follows:] 
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Prepared Statement of Matthew E. Broderick 


Introduction 

Good morning, Chairman Simmons, Representative Lofgren, and distinguished 
members of the Committee. It is my privilege to come before you today to discuss 
the primary ways the Department of Homeland Security (DHS) shares information 
through its Operations Center and the Homeland Security Information Network. 

Homeland Security Operations Center (HSOC) 

The Homeland Security Operations Center (HSOC) is a standing 24/7, interagency 
organization that is the national-level hub for domestic situational awareness and 
operational coordination pertaining to the prevention of terrorist attacks and domes- 
tic incident management. The HSOC facilitates homeland security information shar- 
ing and operational coordination with other Federal, State, local, tribal, and private 
sector organizations. It comprises over 35 Federal, State, and local government 
agencies. 

The HSOC has three primary missions: 

— Daily receipt and reporting of information from all available sources on sus- 
picious activity, throughout the United States 

— Incident management during catastrophic events within the United States 
— Domestic situational awareness and development of common operating pic- 
ture 

Currently, DHS has the lead for controlling U.S. borders and ports of entry. The 
HSOC’s day-to-day responsibilities include identification of possible terrorist threats 
to the Nation by collecting and reporting suspicious activities on who or what is ap- 
proaching, attempting to cross, or residing within our borders. Collection and report- 
ing of that information is shared with the entire Intelligence Community (IC), with 
a primary focus of providing information to the FBI, the National Counter Ter- 
rorism Center (NCTC), and the Office of Information Analysis (lA) within the DHS 
Information Analysis and Infrastructure Protection (lAIP) Directorate. Those enti- 
ties, rather than the HSOC, perform the intelligence analysis function. The informa- 
tion also is shared with other appropriate Federal, State, and local agencies, as well 
as with the private sector, primarily via the Homeland Security Information Net- 
work, which I will address momentarily. 

The most critical element of the daily information gathering and refinement cycle 
is sharing the information gathered with lA, which then passes on possible threats 
to the Office of Infrastructure Protection. The HSOC follows a structured timeline 
throughout the course of the day. Beginning at midnight, DHS organizational com- 
ponents submit daily situational reports that are collected and vetted by the HSOC 
prior to being passed on for analysis. This provides a cursory first screening of infor- 
mation to avoid an inefficient use of IC analytical resources. This information also 
serves as material for the Secretary’s morning brief and for the interagency Secure 
Video Teleconferencing (SVTC) that takes place twice daily. A product called the 
Homeland Security Operations Morning Brief, comprised of mostly suspicious activ- 
ity reports minus any information on U.S. persons contained within criminal intel- 
ligence protected by privacy laws, is shared on a Sensitive but Unclassified (SBU) 
level with about 1500 Federal, State, and local intelligence and law enforcement 
agencies and subscribers. In the morning and afternoon, a SVTC occurs with NCTC 
as chair and other members of the intelligence community. Information obtained the 
day before is discussed and shared as are requests for specific actions. DHS has 
been able to provide new insight and visibility into this process with its reports on 
who is entering, or trying to enter our borders; information, which in past years, 
would have been stove piped within individual agency data bases. Midmorning, all 
agencies within the HSOC meet and an intelligence brief is shared with all rep- 
resentatives and they are encouraged to share this information with their respective 
agencies. At the end of each day, HSOC-generated items are closed out or passed 
forward, if appropriate, and the cycle begins again. 

As stated in the National Response Plan (NRP), another core mission of the 
HSOC is to serve as the national-level hub for information sharing during cata- 
strophic events within the United States. It is also the primary conduit to the White 
House and the Secretary of Homeland Security for domestic situational awareness. 
Sharing of information and operational coordination is conducted through Emer- 
gency Operations Centers (EOC) at Federal, State, local, tribal, and regional levels, 
with the State Governors and their Homeland Security Advisors, as well as in rel- 
evant format with the private sector. During these incidents, situational awareness 
is also passed to the Inter-agency Incident Management Group (IIMG). 

The IIMG, comprised of subject matter experts at the Assistant Secretary and 
Senior Government Executive level from most Federal agencies, is established with- 
in the HSOC. The IIMG provides strategic level recommendations and courses of ac- 
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tion, prior to and/or during a catastrophic event, for consideration by the Secretary 
and other senior officials. In order to allow these representatives the time to focus 
on courses of action and recommendations, the IIMG members have reciprocal desk 
officers within the HSOC to provide them with continuous situational awareness 
and for requests for information. 

The HSOC is also responsible for monitoring special events. These events come 
in five levels dependent upon the situation participants and estimated crowd num- 
ber. The five levels and examples are: 

National Special Security Events (NSSEs): Inaugurations, etc 

Level 1: New Years Eve in New York City 

Level 2: World Series 

Level 3: Kentucky Derby 

Level 4: Local Events 

In each case, the HSOC offers senior watch officers to support major events in 
other cities or helps local officials “plug in” to national level intelligence and infor- 
mation sharing as it pertains to their particular event. 

The Homeland Security Information Network (HSIN) 

The Homeland Security Information Network (HSIN) is the primary conduit 
through which DHS shares information on domestic terrorist threats, suspicious ac- 
tivity reports, and incident management between and among all DHS stakeholders. 
It is set of tools and data sources that support DHS customers defined as users 
within multiple communities of interest (COI). It also provides collaboration and in- 
formation sharing while enabling the stakeholder organization to determine the in- 
formation and communications streams of value to its needs. The HSIN is a capa- 
bility that provides secure and protected, real-time interactive connectivity among 
users at all levels of government, critical sectors and private industry with the 
HSOC. 

The HSIN directly supports the Department’s strategic goals to identify and un- 
derstand threats, assess vulnerabilities; determine potential impacts and dissemi- 
nate timely information to our homeland security partners and the American public; 
and detect, deter, and mitigate threats to our homeland. Specifically, it is designed 
to allow users to gather and fuse all terrorism-related intelligence; analyze and co- 
ordinate access to information related to potential terrorists and other threats; de- 
velop timely, actionable, and valuable information based on intelligence analysis 
and vulnerability assessments; ensure quick and accurate dissemination of relevant 
intelligence information to homeland security partners, including the public; and 
provide operational end users with the technology and capabilities to detect and pre- 
vent terrorist attacks, means of terrorism, and other illegal activities. 

HSIN is a user-friendly system. It enables Federal, State, territorial, local, inter- 
national, tribal and private sector users to communicate and share information both 
with each other and with DHS in a real-time, secure and protected Web-based envi- 
ronment. This system provides participants direct access to an extensive suite of 
functions: mapping, a robust search engine/library, instant messaging and chat (col- 
laboration) and an information-posting capability which interfaces with both DOJ’s 
Law Enforcement Online (LEO) and the Regional Information Sharing System 
(RISS) networks. We currently have tens of thousands of users and we project to 
have hundreds of thousands of users by FY07. 

Currently, the HSIN Communities of Interests include: 

•HSIN Counter Terrorism (HSIN-CT): the common portal for all Federal, State, 
territorial, tribal, and local government agencies to share information relating 
to counter-terrorism and incident management 

•Law Enforcement (JRIES LE-A): for law enforcement agencies that have major 
intelligence analysis departments (-150 or more members) 

•Law Enforcement (LE): for all agencies dealing with LE Sensitive data (F/S/ 
L) that meet the DOJ definition of Law Enforcement Sensitive 
•Emergency Management (EM): for Federal, State, tribal, and local levels (local 
refers to county/major city) emergency operations centers to deal with major in- 
cidents 

•HSIN Intelligence: being set up for use by the internal DHS intelligence com- 
munity 

•HSIN International: allows for rapid dialog between the HSOC and Canada, 
the United Kingdom, and Australia during a crisis 

•HSIN SECRET: an immediate, inexpensive, and temporary approach to reach 
State and local homeland security and law enforcement sites that can receive 
Secret level information, pending full deployment in fiscal year 2007 of a new 
DHS Secret backbone called HSDN 
Critical Infrastructure Warning Information Network (CWIN) 
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The Critical infrastructure Warning Information Network (CWIN) is a Federal 
government-operated network within HSIN that provides mission-critical, yet sur- 
vivahle, connectivity. CWIN Communities of Interest, include: 

•Entities in the private sector vital to restoring the nation’s critical infrastruc- 
tures(e.g., electrical, information technology, and telecommunications) 

•Entities in the Federal and State government, vital to maintain government- 
wide connectivity with DHS; sector-specific agencies and resources; State Home- 
land Security Advisors; and Emergency Management Centers. 

Most importantly, CWIN provides survivable DHS capability for information shar- 
ing and collaboration for critical infrastructure restoration when primary forms of 
communication such as the Internet and Public Switched Telephone Network 
(PSTN) are inoperable because it is not dependent on the public internet or PSTN. 
CWIN is used routinely for testing and exercises as well as information sharing to 
ensure operational readiness when the need arises. 

HSIN Critical Infrastructure (HSIN-CI) 

The HSIN-CI program was designed, implemented, and deployed as a DHS-di- 
rected and regionally coordinated private and public self-governing program, with 
a vetted audience (approximately 40,000 members, 90% private sector) for national, 
regional, and local information sharing and all hazards, 24/7 alerts and warnings. 
The technology to support the program field operations was installed in the secured 
facilities of the FEMA Regional District Offices in FEMA regions IV, V, VI, and X. 
Participation includes private and public members from the 19 states within these 
regions and, because the program uses the Internet, HSIN-CI has membership from 
all 60 states. 

The HSIN-CI program is administered through Regional Managers from the 
FBI’s Field Intelligence Groups, at the direction of the HSOC. Cl members nation- 
wide promote the HSIN-CI program within their areas of expertise, creating a self- 
administered and vetted private and public membership built upon existing rela- 
tionships and communication lines that is locally administered and governed in co- 
ordination with DHS (HSOC). Public notification options in HSIN-CI include two- 
way voice and short message service (SMS) messaging based on current location 
and/or proximity to an event, and a publicly available collection of suspicious activ- 
ity reports. HSIN-CI members can submit reports, as well as receive sector/location- 
specific information from submitted reports. 

HSIN Critical Sector (HSIN-CS) 

HSIN-CI is designed to enhance the protection, preparedness, and crisis commu- 
nication and coordination capabilities of the nation’s 17 critical infrastructure and 
key resource sector owners and operators, HSIN-CS is primarily a mechanism for 
information sharing and collaboration within each specific critical infrastructure sec- 
tor and the Federal government. 

The following is the list of Critical Infrastructures and Key Resources, as defined 
by HSPD-7: Agriculture and Food, Public Health/Health Care, Drinking Water and 
Waste Water 'Treatment Systems, Energy, Banking and Finance, National Monu- 
ments and Icons, Defense Industrial Base, Information Technology, Telecommuni- 
cations, Chemical, Transportation Systems, Emergency Services, Postal and Ship- 
ping, Government Facilities, Dams, Commercial Facilities, Nuclear Reactors, Mate- 
rials, and Waste 

HSIN /US Computer Emergency Response Team (HSIN /US-CERT) 

This is the focal point for addressing cyber security incidents within the federal 
government. The portal is an information dissemination mechanism to communicate 
relevant cyber information. Using a suite of tools such as secure messaging, forms, 
secure chat rooms, alerts, and shared libraries, US-CERT pushes necessary informa- 
tion to a broad or targeted audience, as required. 

HSIN Current Status 

The HSIN is operational in 50 States, the District of Columbia, five U.S. Terri- 
tories, 53 major urban areas. Emergency Management Agencies, Homeland Security 
Advisors’ Offices, Governors’ Offices, State Law Enforcement Agencies, National 
Guard Centers, mayors of major cities. Emergency Operations Centers, and city law 
enforcement agencies. It is operational in three foreign countries: the United King- 
dom, Canada, and Australia. HSIN SBU is currently being expanded at the state 
and local level through a pilot program involving 7-8 States in order to determine 
how the system can best be utilized within different governance structures. HSIN 
SECRET is being deployed and tested at 50 state EOCs and 18 additional State and 
local LE activities. There are pilot programs in 11 Information Sharing and Analysis 
Centers (Electric, Water, Food and Agriculture, Public Transit, Oil and Gas, Nu- 
clear, Dams, Chemical, Postal, Nonprofit, and Health/Public Health). Plans are in 
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place to begin deployment of a SECRET level component of HSIN to State and Local 
sites, and HSIN is being rolled out to all DHS component agencies. 

HSIN has become a cornerstone of the Department’s ability to communicate with 
homeland security partners and stakeholders across the nation. We will continue to 
build on our success as we extend connectivity to a wider user population and im- 
prove the tools availability for communication, collaboration and analysis of infor- 
mation. 

This concludes my prepared remarks. I would be happy to answer any questions 
you may have at this time. 
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Annex A 


HSOC Composition 


INTEL & INFRASTRUCTURE PROTECTION 
Central Intelligence Agency 
Defense Intelligence Agency 
National Security Agency 
National Geospatial Intelligence Agency 
Federal Bureau of Investigation 
Department of Interior (US Pailt Police) 
Drug Enforcement Administration 
Alcohol, Tobacco, and Fireanns 
United States Secret Service 
Immigration Customs Enforcement 
Federal Protective Service 
Federal Air Marshal Service 
Transportation Security Administration 
Customs and Border Protection 
United States Coast Guard 
Department of Energy 
Department of Stole 
Department of Defense 
Department of Transportation 
Postal Inspection Service 
Environmental Protection Agency 
US Capitol Police 


DC Metro PD 
VA State Police 
Fairfax County PD 
LAPO 
NYPD 

INCIDENT MANAGEMENT 
Department of Veterans Affairs 
Department of Health and Human Services 
Federal Emergency Management Agency 
National Oceanic Atmospheric Administration 

OVERARCHING 

Border and Transportation Security 
State and Local Coordination Liaison 
Science and Technology Directorate 
Public Affairs 

Information Analysis Office 
Infrastructure Protection Office 
Geo-Spatial Mapping Office 

ON AN AS REQUIRED BASIS 
Nuclear Regulatory Commission 
US Department of the Treasury 
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Mr. Simmons. Thank you very much. We will put the full state- 
ment in the record. For the record, I enjoyed my visit out to the 
HSOC. You run a tight ship, and thank you for your service. 

Mr. Filler? 

STATEMENT OF JOSHUA D. FILLER, DIRECTOR, OFFICE OF 

STATE AND LOCAL GOVERNMENT COORDINATION, 

DEPARTMENT OF HOMELAND SECURITY 

Mr. Filler. Thank you, Mr. Chairman and Ranking Member 
Lofgren, and members of the subcommittee. 

First, I do want to apologize for the late presentation of the testi- 
mony. All I can say is that it will not happen again in the future. 

I am Joshua Filler. I serve as the director of the Office of State 
and Local Government Coordination at DHS. I want to thank you 
for the opportunity to appear before you today to discuss the de- 
partment’s intelligence and information sharing programs with 
state, local, territorial and tribal governments around the country. 

As the committee is well aware, the exchange of information be- 
tween the department and our partners is crucial to the mission of 
Homeland Security. Our efforts consist of keeping our partners in- 
formed of and facilitating their participation in DHS policy and 
program development. 

We have a number of methods that we employ in order to share 
information with all of our partners around the country. As Gen- 
eral Broderick indicated, we have our Homeland Security Oper- 
ations Center. Within the HSOC, we also have a state and local 
watch desk. This is a 24-7 watch that maintains constant 
connectivity to state and local officials, law enforcement, EOCs 
around the country 24-7. 

We also host bi-weekly calls with all of the state homeland secu- 
rity advisers. John Cohen is actually one of them. We do that every 
2 weeks. We have a formal agenda. We discuss issues. We ex- 
change information, best practices and basically maintain open 
lines of communication. 

We also host monthly national organization calls, which includes 
all of the law enforcement, first responder. National Governors As- 
sociation, U.S. Conference of Mayors, every month similar to the bi- 
weekly call. We have an agenda. We have subject-matter experts 
that come on and brief issues, and again maintain that ability to 
keep in touch and make sure we are communicating on a regular 
basis. 

We also obviously share information in the context of intelligence 
and incident management. We do this at both the classified and the 
unclassified level. As General Broderick noted, much of this infor- 
mation is shared by the HSOC and our Office of Information Anal- 
ysis through the Homeland Security Information Network. It is 
also shared by the state and local watch desk and through telecon- 
ferences, faxes, and secure email. 

To date, DHS has provided over 250 unclassified and classified 
homeland security threat advisories and bulletins, including joint 
DHS-FBI bulletins to our state, territorial, tribal and local part- 
ners. Of that 250 number, approximately 225 are at the unclassi- 
fied level. These bulletins have included summaries of terrorist tac- 
tics used overseas, such as in Madrid, Baghdad, Riyadh and more; 
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potential threats to jurisdictions or economic sectors in the home- 
land; potential terrorist indicators; and assessments of the strategic 
intent and capability of al-Qa’ida and other terrorist groups to at- 
tack the United States. 

Of course, all of the DHS operational components, CBP, ICE, 
Coast Guard, regularly share information at the tactical level with 
all of their partners at the local level. 

DHS has also facilitated a clearance program for state, local and 
tribal officials around the country. While we are committed to shar- 
ing information at the unclassified level, we know there are times 
that information should be shared at the classified level. So cur- 
rently we have more than 250 state and local government officials 
with either secret or top secret level DES clearances. There are an 
additional 150 state and local officials who have non-DHS clear- 
ances that have been permanently certified with the department so 
that we can regularly share classified information with them as 
well. 

We have also deployed numerous communication modes, systems 
including video teleconferencing capability to every state in the 
country, two in fact to every state. One is in their EOC; the second 
is at the state’s choosing. We are also in the process of deploying 
secret telephones to every state and many major urban areas 
around the country. 

DHS is also deploying a secret-level data network, the Homeland 
Security Information Network that General Broderick oversees. We 
are in the process of putting that out at the secret level as well. 

Just to sum up, I think it is important to note that while we talk 
about all the different modes and methods of sharing, if I could just 
very briefly walk you through what happened on July 7 when Lon- 
don was attacked. On that morning, when DHS learned of the at- 
tacks, the Department of Homeland Security immediately began 
reaching out to our federal, state, tribal and local partners. This in- 
cluded the secretary personally calling key governors and mayors 
in major states and cities that had large mass transit systems, urg- 
ing them to immediately deploy additional security to those sys- 
tems. 

The department later, through my office, hosted two national un- 
classified conference calls with all 56 states and territories, major 
cities and counties from around the nation. Shortly thereafter, the 
deputy secretary hosted a similar national call and announced that 
the alert level would be raised to Code Orange for the mass transit 
systems only. I then personally hosted a call and we told all the 
first responder associations, tribal organizations and other govern- 
ment organizations that we were raising the alert level. 

Later that day, the department, jointly with the FBI, released a 
bulletin outlining what had happened in London and giving the 
best intelligence picture we could at that time. 

Mr. Chairman, I know my time has run out. Let me just sum up 
by saying I again appreciate the opportunity to be here and am 
happy to answer any questions you may have. 

[The statement of Mr. Filler follows:] 
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Prepared Statement Joshua D. Filler 

Mr. Chairman, Ranking Member Lofgren, and Members of the Sub-Committee:! 
am Joshua D. Filler and 1 serve as the Director of the Office of State & Local Gov- 
ernment Coordination (SLGC) at DHS. 1 want to thank you for the opportunity to 
appear before you today to discuss the Department’s intelligence and information 
sharing programs with state, local, territorial, and tribal governments, and for your 
ongoing support of the Department of Homeland Security’s efforts to keep America 
secure. 

As the Committee is well aware, the exchange of information between the Depart- 
ment and our state, tribal and local partners is crucial to the mission of homeland 
security. SLGC, in addition to its other authorities and responsibilities, currently 
serves as a national coordinator and clearing house in DHS for information sharing 
between the Department and state, local, territorial, and tribal governments as well 
as the first responder community. We operate under the basic premise of providing 
as much information as possible to those who need it. We accomplish this using sev- 
eral different methods of coordination and information dissemination. . 

Our efforts consist of keeping our partners informed of and facilitating their par- 
ticipation in DHS policy and program development actions, such as implementation 
of the Real ID Act, the Security and Prosperity Partnership, the National Response 
Plan, and the National Preparedness Goal. We also issue press releases and other 
announcements covering the full range of homeland security events, including grant 
announcements such as FIRE ACT grants and Law Enforcement Terrorism Preven- 
tion Grants; the Secretary’s public speeches and testimony, including his recent tes- 
timony before the House and Senate on the future of DHS; and fact sheets on major 
homeland security issues such as mass transit and maritime security, critical infra- 
structure protection, identification of fraudulent passport documents, and much 
more. All of this information is provided to ensure that our partners are kept con- 
stantly up to date on what DHS is doing and that they are made a part of the proc- 
ess. 

Information Sharing Methods 

DHS employs a number of methods to share this kind of information and to keep 
the information sharing channels open at all times. First and primarily, DHS main- 
tains the Homeland Security Operations Center to be the “eyes and ears of the Na- 
tion” for homeland security. The HSOC is a 24 hour a day, 7 days a week oper- 
ational watch. Within the HSOC is the State and Local Watch Desk which is the 
primary communication arm for sharing all of the information 1 just described with 
our state, local, territorial and tribal partners, and for certain intelligence and inci- 
dent management information that 1 will describe in more detail later in my testi- 
mony. The State & Local Watch has access to multiple points of contact within each 
state and from around the nation including police chiefs, tribal leaders, fire chiefs, 
homeland security advisors, emergency managers, governors, mayors, and county of- 
ficials. 

Second, the Department, through SLGC, hosts bi-weekly conference calls with the 
state and territorial Homeland Security Advisors and other officials to ensure they 
have a consistent and formal means of communicating with the Department on gen- 
eral issues. The calls are split into three parts: the Northeast; the South and parts 
of the Mid-West; and the Mid-West and Western states. The calls are an open forum 
for the free exchange of information and an opportunity for collaboration between 
DHS and our partners and include a formal agenda, read-ahead materials and sub- 
ject matter experts from across the Department and the government as a whole. 

Third, DHS also hosts a monthly conference call with all of the state, tribal, local 
and first responder associations to provide them routine updates on what is hap- 
pening at DHS and the federal government as a whole and for the opportunity to 
exchange ideas and best practices. Like the bi-weekly calls these association calls 
include a formal agenda, read ahead materials, etc. Recent calls have included infor- 
mation on the Port Security Exercise Training Program (PortStep) and updates on 
the Department’s Second Stage Review process. 

Finally, SLGC and other DHS officials from all of our components stay in constant 
contact with our partners through other less formal means. We regularly attend 
conferences and meetings around the country to brief our partners on what is hap- 
pening at the federal level and to hear from and learn from our partners directly 
on what is happening in their jurisdictions. We also work with the Office of the Pri- 
vate Sector to make sure that there is a constant, mutual exchange of information 
with our private sector partners. 

All of these methods and interactions that 1 have described help to ensure that 
DHS stays in touch with its key partners in securing the homeland. 
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Intelligence and Incident Management Information 

DHS shares intelligence and incident information at both the classified and un- 
classified level. Working with our partners in the federal government, DHS works 
to ensure that our partners at the state, tribal and local level have useful informa- 
tion they can either act upon immediately, use for situational awareness, or for stra- 
tegic planning and more. Much of this information is shared by the HSOC and our 
Office of Information Analysis through the Homeland Security Information Network 
(HSIN), the State & Local Watch Desk, or through teleconferences or video telecon- 
ferences, secure faxes and secure email. 

The Information Analysis and Infrastructure Protection element of DHS partici- 
pates in the Intelligence Community Information Sharing initiatives through the 
Community Interoperability and Information Sharing Office under the DNI. DNI 
policy is that all terrorist related intelligence is disseminated at the unclassified 
level through the use of “tearlines.” The majority of this kind of information can and 
should be shared at the unclassified level. This ensures meiximum distribution 
among the first responder and homeland security community around the nation. 
DHS has worked hard with the Intelligence Community to “write to release” classi- 
fied information into unclassified products as rapidly as possible, while ensuring the 
protection of intelligence and law enforcement sources and methods. This will con- 
tinue to be a priority. 

Since its inception, DHS has provided over 250 unclassified and classified home- 
land security threat advisories and bulletins, including joint DHS and FBI bulletins, 
to our state, tribal and local partners. These have included summaries of terrorist 
tactics used in overseas attacks, such as in Madrid, Baghdad, Riyadh and more; po- 
tential threats to jurisdictions or economic sectors in the homeland; potential ter- 
rorist indicators and assessments of the strategic intent and capability of al-Qa’ida 
and other terrorist groups to attack the United States. 

The operational components of DHS also routinely share information with state, 
local and tribal officials. For example, in close coordination with DHS/IAIP, the 
Coast Guard disseminates intelligence information throughout all levels of govern- 
ment and, where appropriate, the private sector. They are able to provide actionable 
tactical intelligence to Coast Guard operational commanders and state and local 
partners through Maritime Intelligence Fusion Centers (MIFC). At the state and 
local level, the Coast Guard facilitates information sharing between government 
partners through Area Maritime Security Committees (AMSC). The Coast Guard 
has also created Field Intelligence Support Teams (FIST) to collect and report intel- 
ligence information and liaison with federal, state, local partners. Furthermore, 
Coast Guard Investigative Service (CGIS) conducts investigations that produce ac- 
tionable, human intelligence. 

In addition, CBP Border Patrol Agents routinely work with and share information 
and intelligence with local, state, tribal and federal law enforcement agencies. One 
example is the Integrated Border Enforcement Teams (IBETS) along the Northern 
border. In many IBET locations there are local, state, federal and Canadian govern- 
ment representatives with whom we share information to increase operational effec- 
tiveness. 

The United States Secret Service is also involved in task forces with state and 
local law enforcement partners. One such task force, the Electronic Crimes Task 
Force, is comprised of computer and electronic experts that perform forensic anal- 
ysis and investigations into computer and electronic crimes. 

Finally, Immigration and Customs Enforcement (ICE) maintains two tactical in- 
telligence facilities that collect and disseminate real-time and operational informa- 
tion and intelligence, in both the maritime and land border environments. This in- 
formation is shared with Intelligence Community and law enforcement agencies at 
the state, local and tribal level, in a variety of formats, and at multiple classification 
levels. 

While DHS is committed to sharing information at the unclassified level, we know 
there are times that information should be shared at the classified level to ensure 
maximum specificity. DHS also provides such classified information to our partners 
on a routine basis. 

In order to better share classified information, DHS grants federally-sponsored se- 
curity clearances to appropriate state, local and tribal officials with an ongoing need 
for access. There are currently more than 250 state and local government officials 
with SECRET and TOP SECRET-level DHS clearances, and there are an additional 
150 state and local officials with non-DHS sponsored clearances who have been per- 
manently certified (perm-certed) to DHS to allow them to participate in the Depart- 
ment’s classified briefings and receive classified products. Furthermore, the Depart- 
ment has funding for several thousand more SECRET-level clearances for state, 
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local, territorial, tribal, and private sector homeland security officials who can dem- 
onstrate an ongoing need for access to classified information. 

The Department has also deployed several classified SECRET communications 
systems. In 2003 and 2004, DHS deployed two secure Video Teleconference (VTC) 
units to each state. One unit has been placed in each state Emergency Operations 
Center (EOC) and a second has been placed in each Governor’s Office, or an alter- 
nate location of the State’s choosing. DHS now has the capability to host all 60 
states at once at the classified SECRET level. 

In addition to the VTCs, DHS has deployed secure telephones to each state and 
several local governments. A secure phone has been deployed to each state EOC as 
well as to each state Governor’s Office or alternate location. DHS also now has a 
secure conference call capability that is capable of hosting 18 secure calls simulta- 
neously at the SECRET-level. SLGC is also working with the Office of Security and 
the Office of the Chief Information Officer to deploy several hundred excess secure 
phones at little to no cost to cleared state and local government officials with a need 
for additional phones. 

DHS is also deplo 3 dng a classified, SECRET-level data network called HSIN-SE- 
CRET that Director Broderick will discuss in more detail. This system is being de- 
ployed to every state and to 18 additional state and local homeland security and law 
enforcement sites. HSIN-SECRET will be available through a dedicated laptop com- 
puter and by those officials with a clearance on file with DHS and a HSIN-SECRET 
user account. Upon its completion, HSIN-SECRET will allow the Department to 
rapidly disseminate classified threat data and other information to state and local 
officials. 

While a summary of modes of communication is important, let me provide the 
Suh-Committee with a few important examples of how some of these modes work 
and the type of classified and unclassified information that is shared. Recently, DHS 
hosted a national threat update via SECRET VTC with all 50 states, the FBI and 
the National Counter Terrorism Center (NCTC). The briefing consisted of an update 
on a variety of threat streams and lessons learned from tactics used in Iraq and 
other overseas locations. The briefing was followed-up with a written classified sum- 
mary distributed to all 50 states. 

An even more recent example involves the London bombings. On the morning of 
July 7, 2005, upon learning of the attacks, the Department immediately began 
reaching out to our federal, state, tribal and local partners. This included the Sec- 
retary contacting key Governors and Mayors to discuss the London attacks and the 
need to provide immediate additional security in major mass transit systems. 

After further consulting with the Intelligence Community later that morning, the 
Department, through SLGC, hosted two national unclassified conference calls with 
all 56 states and territories and major cities and counties from around the country, 
along with the FBI. On the first call, the Secretary outlined what had happened in 
London and discussed the possibility of raising the alert level in the United States. 
Shortly thereafter, the Deputy Secretary hosted a similar national call and an- 
nounced the alert level would be raised to Code Orange nationally for the mass 
transit sector only. I then personally hosted a call with all the first responder and 
state, tribal and local associations to announce the raising of the alert level. Later 
that afternoon, DHS and the FBI released a joint unclassified bulletin to our part- 
ners outlining the intelligence picture we had and the basis for raising the alert 
level for mass transit in the United States along with specific protective measures 
for the mass transit sector. Towards the end of the day, another national call hosted 
by DHS with the Coast Guard and the U.S. Department of Transportation was held 
to announce the raising of the maritime security level to MARSEC 2 for passenger 
ferries carrying 150 passengers or more. 

Tribes 

As mentioned before, the sharing of information does not extend only to the states 
and local governments; tribal governments are also an important information shar- 
ing partner. To build relationships and share information about the Department 
with tribal officials, DHS personnel regularly participate in tribal association meet- 
ings, conferences, and other events including the National Native American Law 
Enforcement Association annual conference, the National Congress of American In- 
dians annual conference and the United South and East American Indian annual 
conference. The Department also worked directly with the leadership of the Mohe- 
gan and Mashantucket-Pequot Tribes from Connecticut in 2005 during the Top Offi- 
cials (TOPOFF) 3 exercise. 

At this time, the majority of the unclassified threat information communicated by 
DHS to the tribes is distributed via email to appropriate officials as well as posted 
on HSIN. The Department’s ability to communicate information to the tribes is lim- 
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ited by a lack of email connections among tribal leaders; however, we have been 
working to bring tribal nations into HSIN. Several tribal nations in California and 
Arizona are currently using HSIN. 

Fusion Centers 

As the Sub-Committee is aware, many states and large urban areas have estab- 
lished intelligence fusion centers to better collect, analyze, and disseminate home- 
land security information. Several federal agencies, including DHS components and 
the FBI have representatives working in these fusion centers. The Department’s 
Homeland Security Advisory Council Intelligence and Information Sharing Working 
Group and the Department of Justice’s Global Justice Information Sharing Initiative 
have worked closely to establish baseline standards for fusion center to operate 
under. The Department will continue to work with all of our partners, including the 
DNI, DOJ, and state, local, and tribal officials, to further enhance these standards 
and integrate these fusion centers around the nation. 

Conclusion 

Information sharing with our state, territorial, tribal, and local partners is one of 
the key priorities of the Department of Homeland Security. Since September 11, 
2001 we have made tremendous progress in this area. However, we still have much 
more work to do. We at DHS will continue to make adjustments, we will continue 
to enhance our methods, and we will continue to work closely with all of our part- 
ners to better secure the homeland. 

Once again, I thank the Sub-Committee for providing me this opportunity today 
as well as for their continued support and valuable input. I look forward to answer- 
ing any questions you may have. 

Mr. Simmons. I thank you, General Broderick and Mr. Filler. 

A very brief question from me, and then I will defer to the distin- 
guished ranking member. 

I talked earlier about cultural changes in the intelligence com- 
munity in our government with regard to intelligence information 
sharing. I also understand that the Department of Homeland Secu- 
rity is in the process of a reorganization. If the Homeland Security 
Operations Center, which is currently part of the lAIP, is taken out 
of that entity, how might that affect positively or negatively your 
mission for information sharing? That is question one. 

And then to you, Mr. Filler, for all of the host of calls and bul- 
letins and other activities that you are engaged in, what kind of 
feedback loops do you have in the system where your customers, 
the people that you are contacting and communicating with, have 
the opportunity to tell you how useful that is so you can tailor that 
program to their needs? 

Mr. Broderick. Sir, in response to your question on the HSOC, 
we do not intend to change the way the HSOC is currently set up. 
We realize that that is really the fusion point between ops and 
intel and that it must remain and actually get more robust. But 
we do not intend to break that synergism. As you know, there is 
a high side with a lot of intelligence, and a low side with the con- 
sequence management and a lot of law enforcement. We intend to 
keep that fused together. 

The positive part of the reorganization is that it gives the HSOC 
now a direct voice to the secretary and it also allows the HSOC to 
go down faster on the operational side and try to work operational 
coordination at a level that we did not have before. Before, there 
was a buffer. Border and Transportation Security oversaw many of 
our components. So it was another layer. 

The layer worked fine except that it was slower in the process. 
Now we can go directly down to these operations centers, access 
that information, get it back up and hopefully coordinate with state 
and locals faster. So the process should be fast. 
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Mr. Filler. Sir, we actually exercise as number of ways to get 
feedback. Most of the time when we actually put out a product to 
our partners; we actually have a customer satisfaction survey at- 
tached to the document so they can informally tell us whether they 
found the information useful, timely, so on and so forth. 

For those who would prefer a less formal means, one of the pur- 
poses of my office is to be a conduit to our state, tribal and local 
partners so that they have a place to go to tell us what is working, 
what is not working, and do so in a confidential way if they want 
to, but to make sure that their concerns are getting into the senior 
leadership of the department. Sometimes they do that through a 
confidential conference call; other times through the biweekly calls 
that I described they will take the opportunity to pass that infor- 
mation there. But there are very, very, very robust methods to get 
that information in. 

Mr. Simmons. Thank you very much 

The chair now recognizes the distinguished ranking member of 
the full committee, Mr. Thompson. 

Mr. Thompson. Thank you very much, Mr. Chairman. 

Last week, this committee heard testimony with respect to tran- 
sit security. One of the things we found out is the department did 
not have a transit plan for security. A lot of this came about be- 
cause of the unfortunate situation in London. We have since found 
out that there are some 100-odd deadlines that the department just 
ordinarily has missed, most of which have been requested by Con- 
gress. 

General Broderick, I see that Chairman Rogers in House Appro- 
priations deducted $5 million from the administration’s request be- 
cause the Homeland Security Operations Center did not provide 
the mandated 5-year implementation plan. Where are we on that 
plan at this point? 

Mr. Broderick. Sir, we submitted the 5-year implementation 
plan from my office on time. It has had problems working its way 
up through the system, but at my level, we were able to provide 
that out we thought in a proper time. The implementation plan is 
in effect. We do know where we want to go as far as the Homeland 
Security Information Center, and where we want to go with our 
system, and where we want to go with our center and how we want 
to develop those systems. 

Mr. Thompson. If this plan that you refer to is in effect, can you 
provide members of this committee with a copy of it? 

Mr. Broderick. Yes, sir. I would be glad to. 

Mr. Thompson. And so do I assume that whoever is reviewing 
whatever you submitted, that it is still somewhere in the pipeline 
for review? 

Mr. Broderick. Yes, sir. My concern is trying to gain back that 
$5 million and I have been requesting that it be pushed almost on 
a daily basis. 

Mr. Thompson. Mr. Chairman, I would just like to note for the 
record that in my sitting on various hearings before a committee 
hearing testimony, what the general is saying is not unusual. It ap- 
pears that the people who have the responsibility for preparing 
many of the documents requested by Congress, they are actually 
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doing their job. But for some reason along the way, the process is 
more or less stymied, if not stopped. 

I think at some point we will have to perhaps ask the secretary 
if he can unblock the logjam by which we have heard testimony 
that occurs from getting the congressionally mandated reports to a 
committee, because I think it is important for all of us to have the 
information, since some of the information obviously is for various 
plans for different departments. I think we, along with the public, 
should have a right to know. 

I yield back. 

Mr. Simmons. I think the ranking member’s point is well taken. 
Certainly, the loss of $5 million is an adverse impact for the De- 
partment of Homeland Security. Our interest here is to strengthen 
and oversee that department and make it as effective as possible. 
That is, I think, our goal. So I welcome the ranking member’s com- 
ments on that subject. 

The chair now recognizes Mr. King, the gentleman from New 
York. 

Mr. King. Thank you, Mr. Chairman. 

I want to thank General Broderick and Mr. Filler for their testi- 
mony. 

I would like to focus, Mr. Filler, on your situation, since you real- 
ly are in a unique position of being at both ends of this process, 
having served in New York City and now being at the federal level. 

Which deputy mayor did you report to, Rudy Washington or Joe 
Lhota? 

Mr. Filler. Joe Lhota. 

Mr. King. Joe Lhota. Okay. 

Again, thank you for your service to New York. Obviously, New 
York was in the forefront of providing local protection for 
antiterrorism, and I want to thank you for that. 

You sat here during Mr. Cohen’s testimony. He made a number 
of points basically saying that the system is not where it should be; 
that occasionally conflicting information is given out; sometimes too 
much classified information is given out. If you were back in New 
York right now and you were dealing with some federal bureaucrat 
called Josh Filler, how would you feel you were being treated? How 
would you feel the information was? Would you feel that the sys- 
tem was working properly? 

Mr. Filler. I would say he is working hard, trying to do the 
right thing. 

[Laughter.] 

Mr. King. Spoken like a St. John’s man. 

[Laughter.] 

Mr. Filler. I would say. Congressman, that yes, things really 
have gotten better. I notice even in the time from 9/11 to my depar- 
ture in New York City that things were getting better; that the 
shock of that event really did drive a lot of good things happening. 
But as John Cohen said, they are not where they should be. There 
are still times where information is not shared or if it is shared, 
it is so compartmentalized that people who do need access to it do 
not have it or their underlings have it and senor leadership at the 
local level or state level might not actually have it. 
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So I think great progress has heen made on two fronts. On the 
cultural side, I do think that we have changed the culture in part 
in law enforcement and intelligence, but it has not been changed 
to the point where it needs to be. I think development of systems 
like HSIN, the creation of DHS, all of these things have helped 
push the ball down the field. But if I were at the local level, I 
would still probably be frustrated at times that I am not getting 
all the information I think I need, or there may be times where I 
am getting conflicting information from different federal agencies. 

So again, I think we have made a lot of progress, but we still 
have more work to do. 

Mr. King. Do you feel within your own department that some of 
the agencies you have assumed control over are not cooperating 
fully with each other, have not accepted the concept that they are 
now working for the Department of Homeland Security and they 
still have their own turf they are trying to protect? 

Mr. Filler. I would say this, that the integration of DHS is an 
ongoing process, and the second-stage review and the secretary’s 
reorganization of DHS is designed precisely to that point, to make 
sure that we are organized in the best possible way to achieve our 
mission. That includes integrating our operational capabilities, in- 
tegrating our intelligence capabilities. 

So while, again, I think a lot of integration has gone on over the 
last 2 years, we are obviously not where we should be and I think 
second-stage review bore some of that out and the secretary has 
now made a decision on where he wants to go. 

I think everyone in DHS comes to work in all of the former 22 
legacy agencies with the idea of how can they better secure the 
homeland; how can they better work within their department; and 
how can they better work with their partners at the state, tribal 
and local level. What we need to do is create an environment for 
them where they can do that in the best possible way. 

Mr. King. General Broderick, do you have anything to add to 
that? 

Mr. Broderick. I agree, sir. I think that the second-stage review 
showed that there were warts out there, and rightfully so. I mean, 
people build organizations that have a lot of pride and when we 
came in, we asserted ourselves over them as the “higher head- 
quarters.” It is like the federal government over state and local. 
There is always going to be that little bit of friction of we are those 
guys. 

But I think that with the second-stage review and trying to build 
this one team and this faster conduit for coordination with the ops 
and the intel, the recipient on the other end, the state and local 
are going to find that it is a lot smoother organization, and we can 
get information to them quicker. 

Mr. King. I want to thank both of you for your service. 

I think that it is easy for us to find fault. I am not trying to do 
that. I think what the committee wants reassurance on, though, is 
that the process is going forward; that the department realizes 
things are not perfect; they realize that local police are not getting 
the full cooperation, probably more so from the FBI than Homeland 
Security, to be honest with you, but at least they still feel that 
there is a certain breakdown in communication. 
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I think what we again really want is the assurance that you real- 
ize that and you are moving forward, and I really commend you for 
what you are doing. 

Mr. Filler, again, thank you for what you did in New York City. 

Mr. Simmons. I thank the gentleman from New York. 

I am now going to recognize the gentlewoman from Texas, Ms. 
Jackson-Lee, with the caveat that I will stick to the 5-minute rule 
because we are going to lose this room at about 12:50 p.m. 

The gentlewoman from Texas? 

Ms. Jackson-Lee. I thank the chairman very much. It must be 
attributable to lawyers, and I am not sure if the gentleman is, but 
when we are probing we are probing, but I thank him for his kind- 
ness. 

Let me also thank you. Brigadier General, for your work and cer- 
tainly let me thank seemingly a good friend of my friend from New 
York, Congressman King, and we thank you for your service as 
well. 

I just want to focus on this question of local translation of intel- 
ligence, if I might, and really say what I have said in earlier re- 
marks that I think this is the key to our security. People laugh, 
but I do think hometown security is homeland security. I sit next 
to a very distinguished member of Congress from New York, and 
I have not heard of one homeland security meeting where the Con- 
gresswoman has not spoken about the need for assistance and re- 
sources in the local area. 

But let me share with you what I said earlier about the structure 
in Texas. It is a law enforcement group called Constables. I think 
part of the issue is in working with Washington and working with 
the corporate headquarters, if you will, is knowing what is hap- 
pening outside the beltway. And so, I would be interested in find- 
ing out first of all what efforts have been made, if you will, to un- 
derstand the structure in our local communities. 

I bring up the Constables because there have been some efforts 
to do threat and terrorist training with conspicuous entities, police, 
sheriffs. But when you get down to many areas in this country, 
they have their own names. For example, I am sure there are dif- 
ferent names on Indian reservations or pueblos that do not fall into 
“police.” So I am concerned that we are not connecting by getting 
the information from local communities, to find out what their 
structures are. 

I will be asking the Homeland Security Department to give train- 
ing to Constables and their staff because they were left out of the 
loop when that training came into our region. But I would first like 
to pose that question. 

What better ways are you working to ensure that you know the 
structures and you are reaching those local entities that may not 
be as well known and conspicuous, but work in the areas that first 
responders work? 

I would also ask the question, does the reorganization that Sec- 
retary Chertoff announced last week have any direct impact on bet- 
ter improvement of local-state communication, meaning Homeland 
Security’s local-state communications? 
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Mr. Filler. Congresswoman, that is a very good question. I 
think it raises a very important point. We need to understand our 
partners. I think we do it in two ways at DHS. 

First, my office in particular, when we hire people, we try to hire 
people who have a background at the state, local or tribal level. In 
fact, we have someone from Texas in my office in a very senior po- 
sition who works with local governments, so I am familiar with 
Constables, and I learned it from him. 

And so I think that is a very important part of what we do, not 
only within my office, but throughout the department, that we 
bring people in who understand how things operate, how they are 
structured at the local level, county level, tribal level, state and ter- 
ritorial level. So I think if we do those things, that will obviously 
help the department’s internal mechanisms better understand its 
customers. 

Secondly, I think aggressive outreach, and that is another part 
of what my office does, maintaining that constant contact, getting 
to know people, getting to know their structure, their leadership, 
their laws and rules that govern them. Not every state is the same. 
Not every county is the same. Not every city is the same. 

I come from New York, which is a strong home rule state. So the 
mayors of those cities have tremendous responsibility and inde- 
pendent authority from the state. New Jersey, just across the river, 
is different. The governor there is a very powerful executive and 
the state wields great authority. 

So understanding these distinctions is absolutely critical, and I 
could not agree with you more. 

Ms. Jackson-Lee. Brigadier General, and as you answer that 
question would you just also add the ways in which your intel- 
ligence analysis is different from the NCTCs, and particularly as 
it may relate to being effective in getting intelligence to our local 
communities. Are you just analyzing the same data or are you 
bringing in a new perspective to the analysis? 

Mr. Broderick. To answer that last question first, ma’am, NCTC 
looks at information globally, so we are actually providers and then 
we are takers. The great thing about that is they are getting their 
information from multiple sources, both internationally and nation- 
ally, and then they are able to push it back down. What we try to 
do is we try to look at it from a state and local perspective when 
we get it. 

What is it that domestic U.S. intelligence requires? What do we 
need out of that? 

So as they push that information back down to us, we are able 
to go back with requests for information that we think are more 
structured for state and local people, and try to get it down to ac- 
tionable intelligence, unclassified, or the lowest level of tear-lines 
that we can get when we push that back down. 

So we are hoping that we are being the advocate for the state 
and locals, and we are trying to push that information down as 
quickly as we can in actionable-type informational form. 

Mr. Simmons. The chair now recognizes the gentleman from 
Washington. 

If the gentlewoman from Texas wants a third round, we will ac- 
commodate her. 
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Ms. Jackson-Lee. I thank the chairman. 

Mr. Simmons. The gentleman from Washington? 

Mr. Reichert. Thank you, Mr. Chairman. 

I do agree there has been progress in the last couple of years, 
so congratulations on that work. I also appreciate the fact that you 
recognize there is a lot more work to do, as all of us recognize that 
absolutely true fact. 

How important do you think first responders are in collecting in- 
telligence information on a day-to-day basis during their job on the 
street, when it comes to homeland security? 

Mr. Broderick. I think that is the domestic intelligence collec- 
tion effort. I think that is where the rubber meets the road. We 
clearly recognize that that is where we are going to really get the 
information and quickly and on-hand. We are going to get informa- 
tion that might not have gone through normal intelligence chan- 
nels. It may have just been something that a very savvy police offi- 
cer saw in the street and questioned, and that may be the key to 
the puzzle. 

We have noticed in the U.K. on other instances that it is just an 
observant law enforcement or private citizen who noticed some- 
thing a little different, and they reported it, and it was able to go 
up, and they were able to prevent several incidents. I really believe 
that that is where it all starts. That is why HSIN now is going out 
at the local level. We have hit the state level. We have hit the 
major city level now. We have gone to the first seven states and 
offered free to link all of their local communities in both fire, emer- 
gency response, and their emergency operations centers and try to 
link that so that they can share that information with the state, 
with themselves and up to us. 

Mr. Reichert. Are you familiar, either one of you, with the 
LINKS system? 

Mr. Broderick. Is that the one in Washington State? 

Mr. Reichert. Yes, sir. 

Mr. Broderick. Yes, sir. I am sort of, sir. 

Mr. Reichert. Sort of. Well, I guess that is my point. We do not 
have a seamless, really a system in place to share that kind of in- 
formation, so if a first responder is very important in collecting 
that data. 

For example, not too long ago we had a state trooper stop some- 
one on the highway, and they were written a citation and they 
were allowed to leave. Two months later, as the ticket goes through 
the process, we recognize that this is a person who has committing 
crime and sending money to A1 Qaida. So we had to track that per- 
son down again. 

If we had real-time information in those police cars, and that has 
been something that I have been working on since September 11, 
as the sheriff in King County, with the Seattle Police Department, 
in connection with LINKS, but it has not happened yet. 

I commend you for the cooperative effort and the energy that you 
are putting forth there, and the relationships that need to be built, 
which are absolutely necessary. 

But back to where the rubber meets the road, it is action that 
has to happen. There has been a promise that has been proposed 
to us through the FBI and the U.S. Attorney’s office in King Conn- 
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ty and Seattle. Do you see that coming together in the near future 
sometime? 

Mr. Broderick. Yes, sir, I do. As I said, we have not started the 
third phase. We went to the state level. We went to the major city 
level. Now we are starting at the local level. But simultaneous with 
that, we are working with the FBI on all their major products that 
they have out there — LEO, RISS — and we are trying to get that all 
to be interoperable so that all that information is shared through 
one database and we can turn it around and get it back out there, 
or we can recognize that is actionable intelligence and get the prop- 
er authorities. 

Mr. Reichert. Is the DHS integrated initiative certainly a key 
factor or key component of this effort? 

Mr. Broderick. Yes, sir. 

Mr. Reichert. Anaheim, Seattle? 

Mr. Filler. I am familiar with the Anaheim, Seattle, and there 
are two others. 

Mr. Reichert. Cincinnati. 

Mr. Filler. Cincinnati. And yes, I think we are constantly look- 
ing at ways to try to make these things interoperable. I think the 
integration effort is really a technology effort. We are trying to find 
some best practices in the technology field that we can then use in 
other parts of the country. I think one of those things obviously is 
our ability to integrate different systems. I know Matt’s office has 
worked very hard to try to integrate RISS, LEO and HSIN, but 
there are obviously other systems that should be integrated as 
well. 

Mr. Reichert. Great. 

Thank you, Mr. Chairman. I yield the balance of my time. 

Mr. Simmons. I thank the gentleman from Washington. 

The comment was made that the gentlewoman from New York, 
Ms. Lowey, is a great expert on homeland security. That has cer- 
tainly been my observation. I thank her for her patience, and she 
is now recognized for her questions. 

Mrs. Lowey. Thank you, Mr. Chairman. 

I would like to follow up on your comments. General. 

First of all, let me thank the General and Mr. Filler for your 
presentations. 

If there are seven states chosen for some coordinative mechanism 
between firefighters, police, EMS workers, I certainly have not 
been aware of it. Frankly, since the beginning of our contact with 
Homeland Security, we have been asking for a federal initiative on 
interoperability because we continue to get no direction. 

I am a New Yorker. My district is just north of New York City, 
but I consider myself part of a region. I must say, Mr. Filler, I have 
been tremendously impressed with the work of Ray Kelly and the 
New York City department. But if there is an interoperability plan 
with some direction from the Department of Homeland Security 
that is operating in seven states, I would love to give you the op- 
portunity to brief me further on it and perhaps I will use my time 
for that. 

Mr. Broderick. Yes, ma’am. 

Mrs. Lowey. Is that what you referred to? Did I hear incorrectly? 
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Mr. Broderick. No, ma’am. What we have done now is the third 
stage of going out with HSIN is to go to individual states, and New 
York was the first state we went to, and offer to link all the emer- 
gency operation centers, the police departments and the leadership 
into whatever system they wanted. What we did not want to do is 
he prescriptive. We wanted the states to come back and tell us how 
they would like to organize themselves and how they would like 
that information to flow and to link each other. 

We work with Bart Johnson at the New York State Police. He 
has hooked us into their fusion center. New York State already has 
a very intricate system on its own, and they asked us to link in 
at the fusion center and at several larger points, but that they felt 
that the system underneath them was adequate at this time, and 
they are re-evaluating whether they need to take HSIN and use 
that system. 

Mrs. Lowey. I am not sure what that really means. I appreciate 
the opportunity, Mr. Chairman, to pursue this. 

We have been looking for direction from the Department of 
Homeland Security. In fact, I recall probably a year ago there was 
an RFP that went out so that the Department of Homeland Secu- 
rity could get some direction down to the localities about the inter- 
operability of their systems. I am really shocked to know that New 
York State thinks everything is just fine. 

Now, when you go down to the state, do you hear problems of 
frequency? This is an issue in New York City. It is an issue in 
Westchester County. I have been hearing this for 3 years. Right 
now, no one is talking to each other. 

And so I am still a little confused as to what you are offering the 
state and what they say they have. If you are implying that the 
state thinks that they have an effective interoperability system so 
that they can communicate with information sharing, I am puzzled, 
and maybe I should go to my next question. Could you explain? 

Mr. Filler. I think I can try. Congresswoman. I think there are 
two different issues here. I think we are talking about interoper- 
ability of a data network, HSIN, RISS, LEO, versus interoper- 
ability of communications, primarily radio communications, during 
an incident which obviously was something that the 9/11 Commis- 
sion and others looked into. 

The issue of interoperability of communications primarily 
through radio communications is really something that the 
SAFECOM Office and our Office of Interoperability and Compat- 
ibility has been looking into for some time. 

Mrs. Lowey. Have they accomplished anything? 

Mr. Eiller. Well, there a number of? 

Mrs. Lowey. We will not deal with that since it is not your office. 

So you are focused on the information sharing. I misunderstood. 

Mr. Filler. Correct. 

Mrs. Lowey. Okay. 

Mr. Broderick. Yes, ma’am. I think you were talking about 
radio communications, ma’am. I was talking about something else. 

Mrs. Lowey. I see. So I will not burden you with that question 
because we are still waiting to get response on the other. It will 
be 4 years I guess in September, but maybe we will get it right 
eventually. I am optimistic. 
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Let me get to the question about the information sharing. Per- 
haps you can clarify it. Are there tools inherent to homeland secu- 
rity operations center dispatches that allow the local enforcement 
officials to hone in on information that might be relevant to them, 
without having to comb through information that is not? How is 
this done when you are either the General or Mr. Filler? 

Mr. Broderick. Ma’am, we are now establishing what we are 
calling a current operational picture. It is based on iMAP data. 
iMAP is geospatial data that lays down all infrastructure and what 
all the cities and even many of the rural areas possess for infra- 
structure. Within that layer, though, we are building intelligent 
suspicious activity layers where law enforcement people can come 
in and just access those layers and pull out the information they 
need. They have the ability to come in and look at key infrastruc- 
ture and query that infrastructure and see how that infrastructure 
is progressing in their area, whether it needs protective measures, 
how it is going to influence certain events that are going on in that 
community. 

This is a progress in being right now, but we are working with 
L.A., Washington, D.C., on what local police departments would 
need to go in and pull that out without having to query through 
all of our other data. They can go in and use it at their own time. 

Mrs. Lowey. I see my red light is on. Thank you, Mr. Chairman. 

Mr. Simmons. I thank you very much. I would be happy to ex- 
tend to the gentlewoman an additional couple of minutes if she 
would like to take them. 

Mrs. Lowey. Thank you for the generosity. Then perhaps I will 
pursue that. 

If you are increasing the availability of actionable information to 
local law enforcement, what I hear is really a dearth of funds lo- 
cally, and they need the funds to be able to move forward and to 
implement. How can you ensure, or how will you ensure that locals 
have the funds sufficient to ensure that this information can actu- 
ally be used? 

Mr. Broderick. Well, I will let Josh answer the rest of that. On 
my side, ma’am, both with HSIN and with COP, the current oper- 
ational picture, it is free to them. So we provide all the means nec- 
essary for them to do that. 

Mr. Filler. The fact that it is free I think obviously helps, but 
there is a wealth of funding, as you are well aware, that has been 
distributed to first responders, state and local governments since 9/ 
11. We have specifically outlined to them that much of that funding 
is eligible for information sharing to buy the systems, the equip- 
ment, the software so that they are able to actually analyze data, 
share information among themselves and with the department. 

Mrs. Lowey. I will not pursue this, but you must know that 
maybe New York City is different, but most of my communities do 
not have a fraction of the money they need for training, for equip- 
ment purchases. And there really has not been sufficient money 
that is coming down to the local. Even New York City, which has 
been able to benefit from some direct grants does not have what 
they need, as you well know. So I think after developing the plan, 
we need to make sure that the locals have what they need to im- 
plement it. 
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Thank you, Mr. Chairman. 

Mr. Simmons. Thank you very much. 

I want to take this opportunity to thank our witnesses for pro- 
viding their very valuable testimony. 

I remind members that we have additional time to submit ques- 
tions for the record. The record will be held open for 10 days to 
submit questions. I believe that the distinguished ranking member 
of the committee requested a report of the General, and we would 
look forward to seeing that report, understanding that it has not 
been cleared through the department, but perhaps we can see it in 
some form in response to questions from members of the sub- 
committee. 

Let me just conclude by saying that information sharing is a crit- 
ical component of our homeland security, now and into the future. 
And yet information sharing, intelligence information sharing is 
something new and different, so there are challenges involved. This 
subcommittee, the members of this subcommittee, I believe all 
want to be participants in making this process work. 

I lost constituents on 9/11. I do not live in New York. I live in 
Connecticut, but my daughter lives in New York. On 9/11, the 
apartment that she occupied was not reoccupied because of that 
terrible tragic attack. Members of my family continue to live in 
New York City and in other areas that are potential target areas. 

So we feel a certain sense of urgency, as I am sure you do as 
well, that we want to be successful; that we do not want another 
attack. And we certainly do not want to think that at some future 
date those who oppose us would be successful because we held a 
piece of information that was not shared. 

So again, thank you for your testimony. Thank you for your serv- 
ice to the country. 

Hearing no objections, this hearing is now adjourned. 

[Whereupon, at 12:38 p.m., the subcommittee was adjourned.] 
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